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INFOMassagno compie trent’'anni

Isale_al mese di giugno 1976 il primo numero delle
informazioni del Comune di Massagno. Si tratto di
un’iniziativa d’avanguardia nell'informazione del-
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Oggi INFOMassagno T .
appare con una nuo-
va veste grafica, che
vuole essere un ul-
teriore tentativo da
parte dell’Autorita
comunale e dell’am- -
ministrazione di av- Tutti i Colori del gia“o
vicinare la popolazione alle decisioni, alle possibilita
concrete di aiuto, alle informazioni sui servizi a di-
sposizione della comunita, sugli avwenimenti locali
e piu in generale sulla vita politica ed amministrati-
va del nostro Comune.

Speriamo che il foglio possa sempre di piu attirare
I'attenzione ed essere letto con facilita e con pia-
cere.

Siamo ben volentieri aperti a ricevere ogni contri-
buto d’idee per migliorare ed accrescere I'interesse
per questa pubblicazione tutta massagnese.

5,

Sicurezza in via San Gottardo


fvolpe
Nota
Cancelled impostata da fvolpe

fvolpe
Nota
None impostata da fvolpe

fvolpe
Nota
MigrationNone impostata da fvolpe

fvolpe
Nota
Marked impostata da fvolpe


o Editoriale

Giro di boa

Con l'approvazione dei con-
ti consuntivi del 2005 recen-
temente decretata dal Con-
siglio comunale, & di fatto
iniziata la seconda parte del-
la legislatura in corso, quel-
la che, fra meno di due anni
(aprile 2007), ci portera a con-
frontarci con la nostra popo-
lazione per il rinnovo dei po-
teri comunali.

Quello che é sta-
to presentato nel
corso del mese di
maggio e quindi
da considerare un
primo significati-
vo bilancio per la
compagine muni-
cipale che ho il
piacere di dirige-
re, in un susse-
guirsi di oneri ed onori condivisi con tutti i
quadri dell’'amministrazione comunale.
Rimando [|'attenzione, ma soprattutto il
giudizio del lettore, alle pagine che segui-
ranno in cui ampio spazio viene dato alla
presentazione del Messaggio Municipale
inerente al Consuntivo del Comune per il
2005.

Vorrei comunque segnalare come, tra tut-
te le informazioni in esso contenute, emer-
ga in modo eloquente la tabella riassuntiva
relativa agli ultimi quattro anni di gestione
comunale.

A Massagno nel 2003, 2004 ed anche nel
2005 si e sempre corretto il moltiplicatore
di imposta di 2,5 punti percentuali, rag-
giungendo I'attuale 77.5%.
Parallelamente, ed e questo a mio giudi-
zio il dato piu significativo, per ogni anno
preso in considerazione si e riscontrato un
consistente avanzo di esercizio.
Constatare poi che questi risultati siano
stati raggiunti mantenendo inalterati i ser-
vizi a favore della nostra popolazione, sen-
za per questo dover retrocedere rispetto ai

-

chiusura an

progetti previsti dal Piano finanziario impo-
stato ad inizio legislatura, sono tutti moti-
vi di soddisfazione ed al tempo stesso di
tranquillita per il futuro piuttosto impegna-
tivo che ci attende (la ristrutturazione delle
scuole di Nosedo & ormai alle porte).
Limitarsi perd a considerare la situazione
del proprio Comune secondo un‘analisi,
anche se positiva, esclusivamente di tipo
economico-finanziario potrebbe indurre
I'amministratore comunale ad una valuta-
zione sommaria, non completa, non suf-
ficientemente esaustiva circa il grado di
soddisfazione raggiunto dalla propria po-
polazione.

A questo proposito credo che altrettanto
importanti siano, per la nostra gente e per
il lettore che ci segue, le pagine e le noti-
zie che questa edizione di InfoMassagno
ci propone a complemento dell’argomen-
to principale rappresentato dal Consunti-
vo 2005.

A titolo di cronaca vengono infatti segna-
lati tutta una serie di importanti momenti
di vita comunale che depongono a favore
di una vitalita sociale da sempre molto pre-
sente a Massagno, segno distintivo di una
comunita particolarmente attiva e ricettiva
nei confronti di quelle offerte culturali e
proposte d'incontro che ritmano il nostro
calendario.

La significativa partecipazione di ampie fa-
sce della nostra popolazione alla recente
diciottesima edizione della Sagra Massa-
gnese, il pranzo che gli organizzatori han-
no voluto offrire ai 160 anziani presenti,
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cosi come il simpatico incontro con i di-
ciottenni avvenuto in Municipio, sono sta-
te occasioni importanti che meritano di es-
sere qui sottolineate.

Altrettanto dicasi per il successo di critica,
ma soprattutto di pubblico, ottenuto dalla
seconda edizione di “Tutti i colori del gial-
lo”, manifestazione a tutti gli effetti entra-
ta nel novero degli eventi culturali di richia-
mo della primavera luganese.

Impossibile, poi, non soffermarsi sulla chiu-
sura dell'anno scolastico, e sulla sempre
massiccia e gioiosa partecipazione delle
famiglie dei nostri allievi alla cerimonia di
consegna dei diplomi di fine ciclo.

Cosi come per gli anni scorsi, anche que-
sta fine di primavera é stata |'occasione per
offrire alla nostra popolazione momenti di
aggregazione sociale particolarmente at-
tese e condivisi, eventi ed opportunita che
ulteriormente ribadiscono il generale inte-
resse ad un’attiva partecipazione alla vita
collettiva di Massagno.

In quanto tali anche essi concorrono, cosi
come i dati di bilancio ed il tasso del molti-
plicatore d'imposta, a determinare il giudi-
zio del cittadino nei confronti dell’ammini-
strazione e della gestione del Comune.

Al tempo stesso sono anche significativi
elementi di osservazione e di stimolo per
un Municipio come quello che ho I'ono-
re di rappresentare che, giorno dopo gior-
no, & ormai giunto al giro di boa di meta
legislatura.

Arch.Giovanni Bruschetti, Sindaco
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Prima sessione ordinaria
del Legislativo

Il Legislativo riunito il 29 mag-
gio 2006 ha nominato I'Uffi-
cio presidenziale che risulta
cosi composto:

¢ Presidente:
Michele Valoti, PPD

¢ Vice-Presidente:
Ugo Frah, PLR

e Scrutatori:
Sabrina Luison, PPD

Claudio Bernasconi, PS

Y

Insediandosi il Presidente Michele Valoti
ha pronunciato il discorso che riproducia-
mo integrale.

E per me dawero un grande onore assu-
mere la carica di Presidente di questo lode-
vole Consiglio Comunale e vi ringrazio con
tutto il cuore per la fiducia che avete volu-
to accordare alla mia persona. Mi accingo
a svolgere questo compito nei prossimi do-
dici mesi con grande senso di responsabili-
ta e non senza un pizzico di emozione visto
che a Massagno é legata gran parte della
mia vita e che in passato gia alcuni mem-
bri della mia famiglia, proprio qui, hanno
dato il loro contributo alla comunita. Per-
mettetemi di rivolgere, anche nome vostro,
un accorato plauso e un particolare ringra-
ziamento alla Signora Consigliera, Cecilia
Zinetti Borioli, da cui raccolgo volentieri il
testimone, per la signorilita e la competen-
za con cui ha saputo dirigere nell’anno ap-
pena trascorso l'attivita politica di questa

assemblea, garantendo flessibilita e spedi-
tezza alle sedute del Consiglio Comunale.
E nel solco di questa strada, mirabilmente
tracciata di chi mi ha preceduto, che inten-
do compiere questa importante esperien-
za di “primo cittadino” del nostro Comu-
ne, impegnandomi a garantire la massima
disponibilita personale in ogni circostanza
e a svolgere le mie funzioni come figura
sempre al di sopra delle parti affinché que-
sto organo legislativo possa prendere le
decisioni pit appropriate nell’interesse del-
la collettivita. Qualcuno, a proposito del-
Iimportanza degli enti locali per il futuro
di questo Cantone, ha scritto che la de-
mocrazia elvetica comincia nel pit picco-
lo consiglio comunale del piu piccolo dei
Comuni, di certo, anche in quest’epoca di
trasformazioni profonde, il Comune rima-
ne la cellula fondamentale, il nucleo ori-
ginario da cui si sviluppa il nostro sistema
democratico e tutto il complesso mecca-
nismo di gestione della “cosa pubblica”
che regge le nostre istituzioni. £ nei sin-
goli Comuni, in primo luogo, che appare
evidente come il persequimento di solu-
zioni largamente condivise, la ricerca del
miglior compromesso tra interessi con-
fliggenti, la capacita di smussare gli attriti
e di attenuare i contrasti, sono un valore
fondante del pragmatismo elvetico e spic-
cano come una soluzione politica forte e
non come il segno di debolezza che ta-
luni si compiacciono di propagandare. E
nelle realta locali che il superamento del-
le pregiudiziali ideologiche, degli estremi-
smi di maniera, degli steccati di partito e
della logica della contrapposizione o peg-
gio del muro contro muro permanente,
possono dare i frutti pit immediati e con-
cretamente percepibili dalla popolazione,
orientando chi deve decidere verso il bene
della collettivita. Ognuno di noi, politici di
milizia di un Comune di medie dimensio-
ni, sa bene che a questo livello, occupar-
si attivamente di politica significa soprat-
tutto mettere a disposizione tempo, im-
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pegno ed entusiasmo a favore dei nostri
concittadini e dei valori che assicurano a
tutti coloro che risiedono in questa realta
la migliore qualita della vita e le pit ampie
possibilita di crescita umana: per questo il
mio auspicio e il mio augurio per I'annata
politica che ci aspetta & che le importan-
ti sfide e i decisivi progetti che attendono
Massagno nel prossimo futuro possano
essere discussi e affrontati con spirito di
collaborazione e di concordia, anche in
seno al nostro organo legislativo, senza
che questo vada a scapito di un franco e
sereno dibattito politico, in grado di an-
teporre sempre I'interesse della collettivi-
ta ai punti di vista e al tornaconto di una
sola parte. D’altronde é grazie a questi
valori che una comunita come la nostra,
caratterizzata dai vantaggi e dagli svan-
taggi della sua collocazione di immedia-
ta contiguita con un grande polo urbano
come quello luganese, riesce, nonostante
le spinte centrifughe e i grandi sconvol-
gimenti sociali degli ultimi cinquant’an-
ni, @ mantenere un’identita specifica e
una capacita di attrazione verso l'esterno.
Massagno infatti non vuol dire soltanto
una solida rete amministrativa e servizi di
prim’ordine offerti ai cittadini; non vuo-
le dire soltanto ottime scuole e invidiabili
infrastrutture; non vuol dire soltanto im-
pegno sociale e culturale a favore di tut-
ti; non vuol dire soltanto aree di svago e
societa o associazioni che impreziosiscono
il panorama sportivo e musicale ticinese;
a Massagno é ancora possibile sviluppare
e mantenere quelle relazioni umane che
altrove sono ormai un pallido ricordo di
tempi lontani e rimane intatta la capaci-
ta di accogliere e integrare chi proviene
da mondi e culture anche molto distanti
dalla nostra. Qualche sera fa, ai bordi di
un campo di calcio, ho avuto modo di co-
noscere personalmente il giovane Valon
Behrami che sara tra i prossimi protagoni-
sti in maglia rossocrociata degli imminen-
ti mondiali di calcio in Germania. La sua
storia a lieto fine, simile a tante altre che
abbiamo sotto gli occhi anche nel nostro
comune, mi ha fatto riflettere sull’impor-
tanza di operare affinché questi valori del-
I'accoglienza e dell’autentica integrazio-
ne rimangano vivi non solo a parole nelle
singole realta locali e mi ha fatto sentire
orgoglioso di essere cittadino di questo
Paese, di questo Cantone e, lasciateme-
lo dire, di sentirmi cosi legato al sole e al
castagno che campeggiano sullo stemma
della nostra cara Massagno.

Buon Anno politico e Buon Lavoro a tutti

Michele Valoti
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Consuntivo 2005

Le finanze sono sotto controllo

Il consuntivo 2005 e stato ap-
provato dal Consiglio comu-
nale nella seduta del 29 mag-
gio u.s.

Presentiamo un ampio stral-
cio del documento che favo-
risce la visione dell’attivita co-

munale nei diversi dicasteri.

La gestione finanziaria del Comune per
I'anno 2005 chiude positivamente con un
utile di fr. 405'942.91.

Con particolare soddisfazione si riscon-
tra come il buon risultato sopraggiun-
ga nell'anno in cui vi e stata un’ulterio-
re riduzione del moltiplicatore d'impo-
sta comunale del 2.5%, valutabile in fr.
450'000.00 circa di minore entrata, pas-
sando dall’80.0% al 77.5%.

| dati conclusivi del consuntivo sono i se-
guenti:
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Gestione finanziaria

Un‘analisi della gestione finanziaria evi-
denzia come i fattori che hanno contribui-
to a questo buon risultato si allineino con
guelli gia riscontrati nel 2004, a conferma
della stabilita del nostro substrato fiscale,
caratterizzato dal buon rapporto tra citta-
dini e imprese.

Sempre positive sono pure le condizioni
che contraddistinguono il mercato dei ca-
pitali nel quale ci moviamo con circospe-
zione in occasione dei rinnovi dei prestiti.
In funzione di un’offerta di prestazioni e
di servizi a favore delle comprovate esi-
genze e degli effettivi bisogni della citta-
dinanza, il Municipio pone particolare at-
tenzione sia all’'evasione delle sue spese
ricorrenti, come degli investimenti, ope-
rando scelte tali da poter essere assorbite
dal nostro bilancio.

Consuntivo 2005 | Preventivo 2005 Differenze
totale spese Fr. 20'111'663.61 | Fr. 20'632'200.00 Fr. 520'536.39
totale ricavi Fr. 20'517'606.52 | Fr. 20'433'000.00 Fr. 84'606.52
avanzo d’esercizio | Fr. 405'942.91 | - Fr. 199'200.00 Fr. 605'142.91

Si tratta di una tendenza che, andando viep-
pill a consolidarsi nel tempo, conforta e
sorregge il Municipio impegnato nella sua
azione politica di gestore della cosa pubbli-
ca, visto oltretutto come il periodo attuale
non sia, a livello generale, particolarmen-
te favorevole per le finanze degli Enti pub-
blici.

A questo proposito si rileva come, per
guello che attiene al trascorso 2005, I'infla-
zione ha fatto registrare un lieve aumento
con il tasso medio dell’1,2 per cento, rite-
nuto come nel 2004 I'indice nazionale era
attestato allo 0,85%, nel 2003 e nel 2002
allo 0,65% e nel 2001 all’1,05%.

anno 2002 2003 2004 2005
avanzo

d’esercizio Fr. 482'705.03 1'537'250.85 | 696'900.77 405'942.91
Moltiplicatore % 85 82.5 80 77.5

Premettendo come le entrate fiscali co-
munali seguono le tassazioni cantonali
del medesimo anno, dobbiamo in questa
sede comunicare come la valutazione del
gettito dell'imposta comunale si riferisca
alle tassazioni dell’anno 2004 pervenu-
te, dalle quali ci conforta intravedere una
buona tenuta.

Il debito pubblico medio pro-capite am-
monta a fr. 5'156.40, a fronte del valore
cantonale di fr. 4'092.00.

II'5 settembre 2005 il Municipio ha licen-
ziato il piano finanziario (PF) 2005 al
2008 coincidente con il quadriennio am-
ministrativo.

Il quadro finanziario del nostro Comune
che ne é risultato esprime dati che eviden-
ziano come la tendenza a medio termine
sia buona. Di conseguenza le ipotesi di
procedere con ulteriore riduzione del mol-
tiplicatore, di programmare investimenti
consistenti, rispettivamente I'aumento del
tasso di ammortamento sono state prati-
cate e, quindi, presenti e riscontrabili in
questo consuntivo.

Il capitale proprio viene incrementato
dagli avanzi d'esercizio e con quello del-
I'anno in rassegna si situa al valore di fr.
9'015'223.00, garanzia di stabilita delle
nostre finanze.

Rapporti con lo Stato ed i Comuni

Durante questi primi due anni di legislatu-
ra, Il Municipio ha piu volte chiaramente
richiamato i propri concetti circa i rapporti
con lo Stato ed i Comuni limitrofi, facen-
do esplicito riferimento ad un’azione po-
litica contraddistinta da grande apertura
al dialogo, completa disponibilita ad un
discorso sovraccomunale e comprovata
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collaborazione a progetti e dinamiche di
ordine superiore.

Rivendica comunque dallo Stato modalita
di rapporti concordati e programmati con
i Comuni, improntati a maggiore conside-
razione degli enti locali, affinché i Comuni
non si vedano accollati da un giorno all'al-
tro ulteriori oneri, in quanto non é facile
lavorare senza una chiara pianificazione
da parte del Consiglio di Stato.
L'intendimento del Municipio a riguardo del
ruolo dei Comuni dell’Agglomerato urbano
del Luganese ¢ gia noto al Legislativo.

A tale proposito, ed in funzione dell’at-
tuale situazione che caratterizza gran
parte del territorio del Luganese, in cui
si evidenziano importanti realta comunali
contraddistinte da consolidate e riconfer-
mate situazioni di ordine sociale, politico,
amministrativo ed economico, abbiamo
ritenuto I’Agglomerato urbano, ai sensi di
guanto si sta sperimentando con succes-
so e secondo forme differenti, la naturale
continuazione del fenomeno aggregativo
urbano lanciato con successo dalla Citta
di Lugano.

Un tavolo di lavoro pud essere una rispo-
sta attuale ai problemi di oggi, ai fini di
un dialogo tra parti attrici, ai sensi di una
competitivita ed attrattivita da ulterior-
mente conferire a quel territorio di cui,
con la Citta di Lugano e con i Comuni
della cintura, siamo parte integrante e al
cui sviluppo vogliamo tutti attivamente
contribuire.

Frattanto sono state consolidate le azio-
ni concrete nell’ambito di temi e progetti
di portata sovraccomunale come la piani-
ficazione per la Via San Gottardo, lo stu-
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Gillieta e Roméul
teatro allievi Il Media Massagno

dio della trincea FFS, quello della stazione
FFS, le collaborazioni per la Scuola monta-
na Roseto, la collaborazione per una poli-
zia intercomunale, la tassazione dei rifiuti
analoga in un territorio esteso.

Educazione - cultura - giovani e
tempo libero

Le scuole comunali, dell'infanzia ed
elementari, che da sempre ricoprono un
ruolo privilegiato nelle attenzioni del Mu-
nicipio, hanno mantenuto alto il livello
di qualita da tempo ormai raggiunto nel
mandato a loro assegnato (vedasi pro-
getto di istituto, aggiornamento docenti,
nuove tecnologie).

A questo proposito qualche dato statisti-
co viene allegato in riferimento ai diversi
conti di competenza.

Le nostre scuole comprendono 346 allievi
(147 nella Scuola dell'infanzia e 199 nelle
scuole elementari) e 16 maestri titolari (6
nella SI, 10 nella SE).

Per quanto riguarda gli aspetti parasco-
lastici, o «servizi», il Municipio ha voluto
aggiornarne alcune strutture (nel 2005 il
gabinetto dentistico, il fondo della pisci-
na coperta e completata la dotazione dei
nuovi banchi), per mantenerne costante
I'efficienza sempre particolarmente ap-
prezzata dalla popolazione scolastica e
delle relative famiglie.

La mensa per gli allievi della scuola ele-
mentare, la scuola verde e bianca, i corsi
di sci facoltativi e le vacanze estive al Ro-
seto, i corsi di doposcuola e la profilassi
dentaria, I'asilo nido: sono tutte strutture
che determinano ulteriore valore aggiun-
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to alla nostra scuola, che, cosi caratteriz-
zata, contribuisce ad accrescere attrattivi-
ta e riconoscibilita al nostro Comune.
Abbiamo gia informato circa la decisio-
ne del Municipio di aver optato per la ri-
strutturazione dell’edificio scolastico
Nosedo, rispetto ad una soluzione piu
radicale della costruzione ex novo di una
nuova sede.

Per meglio indirizzarsi verso questa deci-
sione il Municipio ha preso atto delle ri-
sultanze della perizia SUPSI sullo stato di
conservazione dell'edificio scaturita dal-
I'indagine EPIQR demandata alla SUPSI, e
finalizzata ad individuare le basi per le in-
dagini sistematiche sullo stato di degrado
dell'edificio.

In tale documento sono indicati anche i
costi (stimati) di ristrutturazione dell'invo-
lucro, della sistemazione esterna e degli
impianti, nonché le tappe prioritarie del-
I'intervento di ripristino.

Sulla scorta di questa perizia possiamo gia
sin d'ora segnalare come, attraverso le
opere previste, |'edificio riacquisira interes-
santi livelli di valore immobiliare, ritenuto
come |'attuale tipologia dell’edificio (risa-
lente agli anni 60/70) sia stata valutata di
particolare interesse per la generosita e la
varieta degli spazi didattici in alternanza
a spazi pubblici e di circolazione presenti
che, utilizzabili secondo scopi non esclu-
sivamente scolastici, conferiscono ulterio-
re e particolare ricchezza della struttura di
Nosedo.

Il Municipio in sede di approfondimento
valutera |'opportunita di quelle migliorie
strutturali e tipologiche volte ad aggiorna-
re I'edificio scolastico alle nuove esigenze,
didattiche, pedagogiche e sociali nel frat-
tempo sopraggiunte.

Alla luce delle precedenti informazioni ed
a seguito di considerazioni legate alla sto-
ria del nostro Comune ed alla memoria a
cui questo edificio pubblico rimanda ampie
fasce della nostra popolazione, si & quindi
deciso di percorrere la strada che portera
al suo risanamento strutturale e funziona-
le. Prossimamente verra sottoposta al con-
siglio comunale la richiesta del credito di
progettazione.

Il Dicastero cultura quest’anno é stato
impegnato con la manifestazione «Tutti i
colori del giallo», svoltasi nel mese di mag-
gio presso le scuole di Nosedo ed il cinema
Lux. L'occasione ¢ stata assai apprezzata
ed ha avuto interessanti riscontri di pub-
blico e critica oltrepassando i confini co-
munali. La prima manifestazione ticinese
dedicata a letteratura e cinema ha ottenu-
to anche la piu che lusinghiera attenzione
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da parte degli sponsor. La manifestazione
verra riproposta nel 2006 e si spera di tra-
sformarla in un avvenimento ricorrente.

Per quello che attiene a mostre ed espo-
sizioni, nel 2005 si sono anche chiuse le
porte di casa Marugg, ora destinata a
compiti amministrativi. Per |'occasione si
& proceduto ad allestire una mostra col-
lettiva corredata da un aggiornato catalo-
go delle opere d'arte del nostro comune,
coinvolgendo tutti gli artisti che nel corso
degli anni hanno esposto a casa Marugg.

Territorio

Attraverso alcune varianti di poco conto
(elementi di piccola entita da sottoporre
per approvazione al Dipartimento del Ter-
ritorio) & proseguito |'aggiornamento
del Piano regolatore comunale.

Il Municipio ha inoltre provveduto ad inol-
trare al Dipartimento ulteriori adegua-
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menti e modifiche, in particolare per la
zona mista AC1 di via San Gottardo e suo
prolungamento anche per la Via Tessere-
te fino al Vicolo Vecchio, perché correla-
ta alla via San Gottardo e perché di fatto
asse di penetrazione con contenuti com-
merciali e corsia multi funzionale, ai sen-
si di quanto si sta progettando su via San
Gottardo.

Per la via San Gottardo |'obiettivo della
variante di PR mira a ridefinirne I'assetto
e la funzione, mediante un asse stradale
di penetrazione urbana convenientemen-
te integrato in un contesto residenzia-
le. Questo per creare le giuste premesse
per l'insediamento di attivita commercia-
li lungo I'asse stradale stesso, come pure
garantire la sicurezza di attraversamen-
to lungo tutto I'asse stradale in funzione
del sistema posteggi/attivita commerciali.
A questo proposito la variante presentata

6

al Dipartimento del territorio € ora com-
prensiva delle osservazioni e dei suggeri-
menti emersi in sede di informazione alla
popolazione (serata informativa e succes-
sivo inoltro di osservazioni). In attesa di
tale variante il Municipio ha sollecitato
I'’Autorita cantonale ad introdurre subi-
to misure di sicurezza per i pedoni, cosi
come segnalato e rivendicato dalla citta-
dinanza, attraverso la petizione.

E pure stato affidato il mandato allo spe-
cialista del traffico per completare il pia-
no viario, attualizzandolo alle soprag-
giunte esigenze della pianificazione del
territorio.

Nell’ambito della protezione ambientale e
del territorio si € concluso lo studio per il
ridisegno del parco Tre Pini e del bo-
sco di Praccio, ed é avvenuta l'informa-
zione alla popolazione con la presenta-
zione dei tre progetti eseguiti dagli studi
degli architetti Boschetti, Durisch e Nolli,
Giraudi e Wettstein.

Nel bando si & lasciato libero il tema, chie-
dendo ai progettisti di effettuare proposte
focalizzando la loro attenzione sui sedimi
di proprieta comunale posti alla sommita
della collina con bosco, parco e sentieri
e con riflessioni su tutta I'area cercando
la messa in rete dei percorsi pedonali esi-
stenti e quelli previsti dal PR.

Sono giunte risposte differenti nelle for-
me architettoniche e nelle soluzioni pro-
poste, con riflessioni che hanno coinvolto
tutta I'area residenziale di Praccio con il
suo bosco, il suo parco e l'interessante e
ricca rete di percorrenze pedonali.

Il risultato che ne & scaturito & di sicuro
interesse e garantisce al Municipio impor-
tanti spunti di riflessione per continuare
I'approfondimento del tema.

Lo studio di copertura della trincea fer-
roviaria ha compiuto ulteriori passi impor-
tanti, volti al recupero dell’area che, con i
suoi circa 30'000 mq di superficie, rappre-
senta un importante possibilita di sviluppo
per Massagno, per la stazione di Lugano e
per 'intera area urbana cittadina.

Ai fini della conferma delle potenzialita
emerse in sede di concorso di progetta-
zione, quale premessa generale di compe-
titivita e di sviluppo sostenibile dell'intera
area in questione, risulta la messa in rete
della stazione FFS di Lugano con il resto
del sistema urbano ticinese. A tale propo-
sito il Municipio si allinea alle posizioni ed
alle rivendicazioni della Citta di Lugano
per gquello che attiene alla futura stazione
AlpTransit che dovra collegare Lugano e
tutto il Cantone Ticino con le metropoli di
Milano e Zurigo.



Consiglio comunale

Circa le risultanze del concorso di proget-
tazione, si segnala come lo studio che ne
& emerso convincendo in maniera signi-
ficativa il gruppo di esperti e la commit-
tenza, sta concludendo positivamente le
necessarie verifiche di compatibilita con il
Piano dei trasporti del Luganese.

Una volta conclusa questa fese, nel corso
del 2006 sara informata la popolazione,
ai sensi della procedura di consolidamen-
to pianificatorio prevista.

Gia sin d'ora possiamo comunque af-
fermare, oltretutto sorretti dal positivo e
convinto preawiso della Citta di Lugano,
che si e identificata una soluzione di inte-
resse generale attorno ad un progetto ur-
banistico coerente che riqualifica tutto il
territorio della "Citta alta", compreso tra
il quartiere di Besso e Massagno.

Il concetto da convincenti indicazioni sulla
modalita con cui procedere per affrontare
lo sviluppo di questo comparto, attraver-

il .I"‘.f'l‘ A
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so una chiave di lettura urbanistica capa-
ce di integrare il "nodo intermodale" del-
la stazione ferroviaria FFS di Lugano in un
concetto di "polo di sviluppo" di valenza
strategica per tutto il sistema urbano ti-
cinese. Nel contempo il concetto rende
chiare le fasi operative tra attori pubblici
e privati e non condiziona la realizzazione
degli interventi infrastrutturali previsti nel-
I'ambito della prima fase di progettazione
della Stazione di Lugano (StazLu 1). Anzi,
allo stato attuale delle verifiche, potrebbe
addirittura determinarne importanti ridu-
zioni di costi.

Una volta concluse le verifiche in corso
(si prevede per la fine del mese di aprile
2006), i Comuni di Massagno e Lugano
che fin qui hanno rappresentato la com-
mittenza potranno poi coinvolgere, oltre
alla popolazione, anche gli altri partner
evidentemente interessati al tema: Can-
tone e FFS che, presenti finora come os-
servatori nei consessi di esperti che hanno
affrontato i progetti di concorso, hanno
condiviso l'impostazione del lavoro e la
scelta di procedere attraverso le modalita
di progettazione test dei tre gruppi inter-
disciplinari invitati.

Sul territorio comunale ha preso awvio I'at-
tuazione della moderazione del traffi-
co con velocita ridotta a 30 km/h.

Le corrispondenti pubblicazioni delle pre-
scrizioni di regolazione della circolazione
(segnaletica stradale) secondo la Legge
sulla circolazione stradale, rispettivamen-
te secondo la Legge sulle strade, sono av-

venute senza alcuna opposizione. Il con-
cetto sviluppato tiene conto dell’esigenza
per i conducenti di essere in ogni momen-
to consapevoli se stanno percorrendo una
strada con limite di velocita di 30 km/h. o
con un limite di 50 km/h.

Ogni accesso alla zona 30 e marcato da
un cartello di entrata con lo stemma co-
munale come elemento distintivo/decora-
tivo e di moderazione.

Gli utenti della strada si stanno abituando.
Gli interventi sono terminati e ora ci tro-
viamo nella fase di verifica in cui potranno
esserci, se necessario, ulteriori correttivi e
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miglioramenti. Finora nessun incidente di
rilievo & stato rilevato, si e riscontrata una
diminuzione del traffico di transito ed an-
che dei passaggi per scuola guida.

La prima tappa concernente la sistemazio-
ne del piazzale delle scuole Nosedo, og-
getto del credito denominato Gradinata
Pometta, & stata eseqguita. La sistemazio-
ne viaria del viale di accesso e il riordino
degli spazi esterni sara in esecuzione ad
inizio 2006 (attualmente in avanzata ese-
cuzione), comprensivo del camminamen-
to pedonale richiesto dal CC. Nel corso
della progettazione esecutiva, il Munici-
pio ha deciso di escludere la rampa verso
il parco Ippocastano attrezzata con WC
e magazzino in funzione del necessario
coordinamento con il progetto di siste-
mazione della Casa Pasquee. In funzione
di non condizionare i lavori di ristruttura-
zione del Centro scolastico di Nosedo, si
é per il momento “congelata” I'esecuzio-
ne del campo in duro per attivita sportive
per evitare inutili costi e possibili sovrap-
posizioni.

La progettazione della ristrutturazione
della casa Pasquee (Parco Ippocastano)
quale spazio pubblico per esposizioni e
attivita culturali e ricreative € a buon pun-
to. Presto al Legislativo dovrebbe essere
sottoposto il credito di realizzazione, che
include I'esigenza emersa in Consiglio co-
munale di esaminare la possibilita di inse-
rire anche spazi che possano essere utiliz-
zati per incontri per famiglie o per altro
utilizzo sociale.

E' terminata la manutenzione all’edifi-
cio ex Mazzola (Cimitero) con il pieno
rispetto dei crediti di preventivo. Gli ap-
partamenti ristrutturati sono risultati di
buona qualita ed hanno incontrato I'im-
mediato favore dei nuovi inquilini.

Lo studio del Piano generale di smalti-
mento delle acque ha concluso i lavori di
ispezione delle canalizzazioni con telecame-
ra. Il progettista prevede di consegnare la
terza e ultima fase del progetto per il mese
di giugno 2007. Alla luce di queste premes-
se si puo quindi prevedere che |'approvazio-
ne del PGS da parte del CC sia possibile nel
corso del medesimo anno.

Circa I'edificio scolastico di Nosedo gia
abbiamo riferito nel capitolo educazione.

Politica sociale

La politica sociale comunale si estende su
parecchi fronti che includono le diverse eta
della popolazione, nonché le esigenze di
chi necessita di aiuto ed assistenza di tipo
sociale ed economico.
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Consiglio comunale

Agli anziani sono offerti diversificati servi-
zi, come la Casa per anziani Girasole che
ospita le persone che non sono piu auto-
sufficienti a domicilio, il Centro diurno per
anziani La Sosta che é apprezzato luogo
d'incontro in cui I'aspetto socializzante ¢ di
primaria importanza. Qui I'anziano pud sce-
gliere tra molte proposte di attivita e appro-
fittare del servizio del pasto di mezzogiorno
dal lunedi al sabato, disponendo di 30 ap-
partamenti per persone anziane autosuffi-
cienti di proprieta della Fondazione La So-
sta (si vedano le pagine da 98 a 118).

In sede di preventivi e consuntivi preceden-
ti gia ci siamo soffermati sulle competenze
dello sportello LAPS che applica a livello
regionale la legge sull'armonizzazione e il
coordinamento delle prestazioni sociali, af-
finché il cittadino faccia capo ad una rete di
servizi sociali efficace e qualificata.

Tale struttura é parte integrante del servi-
zio sociale comunale che pure gestisce
tale aiuto attraverso |'azione di un‘assisten-
te sociale ed é punto di riferimento per per-
sone con handicap, devianze sociali, proble-
mi personali, aiuto domiciliare.
Quest'ultima funzione viene garantita an-
che tramite lo SCUDO, struttura che forni-
sce prestazioni finalizzate al miglioramento
della qualita di vita, laddove esse sono ne-
cessarie per il mantenimento a domicilio, il
pit a lungo possibile, di persone anziane od
invalide. Sul territorio svolge pure la sua pre-
ziosa attivita I'agenzia comunale dell’AVS,
luogo di consulenza ed in cui sono evase
le pratiche amministrative legate all’AVS ed
all'invalidita.

Conclusioni

| contenuti di questo messaggio, oltre
che relativi alla situazione economico-fi-
nanziaria del nostro Comune per I'anno

Giorgio Balmelli ci ha prematuramente la-
sciati. Agente della polizia comunale ha svol-
to la sua attivita alle dipendenze del Comune
di Massagno dal 1° maggio 1969 al 31 luglio
2000, concludendola per pensionamento.

Per oltre trent’anni seppe eseguire l'impe-
gnativo compito con molta dignita, accapar-
randosi la simpatia della cittadinanza per il
tratto gentile che sapeva usare nei contatti e

la spontaneita dei suoi modi.

Nel ricordo della sua figura esprimiamo al caro
Estinto la riconoscenza per il suo impegno

2005, possono anche suggerire un primo
bilancio dell’'operato del nostro Munici-
pio in questo primo biennio di nuova le-
gislatura.

Sulla base dei dati qui riportati, & infatti pos-
sibile recuperare tutta una serie di significa-
tive indicazioni politiche ed amministrative
quali spunti di riflessione sia per questo lo-
devole legislativo nell’ambito delle sue man-
sioni decisionali, sia per I'intera amministra-
zione comunale che ci accompagna e ci so-
stiene nella quotidiana azione a favore della
popolazione, sia per quei cittadini che de-
siderano essere informati e partecipare alla
vita politico-sociale di Massagno.
Nell'allestire questo documento abbiamo
cercato di non perdere di vista l'interes-
se generale e gli obiettivi principali del-
la nostra azione intesa al bene del nostro
Comune. Per questo motivo, accanto alla
presentazione degli elementi di ordine fi-
nanziario di tutto rispetto, abbiamo altresi
voluto attirare I'attenzione del lettore sot-
tolineando tutta una serie di interrogativi
e di variabili determinati dai mutamenti in
atto a livello cantonale.

In tale ambito assumono sempre maggio-
re importanza le relazioni ed i rapporti tra
enti comunali che, spesso condividendo
i medesimi problemi, riescono insieme a
trovare risposte comuni e coordinate, pro-
prio laddove la regia di ordine superiore
non sempre & presente ed attiva.

Dialogo, contatto e sensibilizzazione fan-
no parte di un modo di gestire la cosa
pubblica che da qualche anno sosteniamo
e che con piacere constatiamo essere ora
sempre piu recepito e diffuso.

| cambiamenti in atto sull'intero territorio
cantonale, e nel Luganese in particolare,
impongono all'amministratore pubblica
un’attenta riflessione a sapere quando un

professionale, alla moglie ed ai familiari rinnoviamo la solidarieta e

la partecipazione al dolore.

Comune di media dimensione abbia anco-
ra un senso e quando la sua continuita ri-
sulta essere giustificata nel tempo.

A questo proposito riteniamo irrinunciabi-
li quelle motivazioni di ordine politico-so-
ciale che si rifanno allo spirito di apparte-
nenza, al concetto di riconoscibilita, alla
tradizione ed alla storia che testimoniano
una chiara volonta di una comunita all’au-
todeterminazione e di partecipazione alla
cosa pubblica.

Altrettanto importante, determinante e
fondamentale ai fini dell'effettiva giusti-
ficazione all’esistenza (da non confonde-
re con la sopravvivenza) di un’entita co-
munale, & anche il saper dimostrare con
i fatti di poter concorrere, con il proprio
specifico contributo, allo sviluppo socio-
economico del territorio che si condivide
con altre realta.

A fronte di questi riflessioni, riteniamo il
presente messaggio di consuntivo 2005
un documento che ben risponde agli in-
terrogativi posti.

Esso presenta infatti un Comune attivo e
progettuale che legittimamente ambisce,
con i risultati ed i traguardi fin qui conse-
guiti in favore del benessere della propria
popolazione, a determinare ed ulteriormen-
te garantire attrattivita e competitivita, d'in-
tesa con la Citta e gli altri attori presenti, al-
I’Agglomerato urbano del Luganese.
Questo traguardo & stato anche que-
st'anno raggiunto grazie all’apporto di
tutti i collaboratori ed i dipendenti del
Comune, delle diverse commissioni e
dell'intero Consiglio comunale, a cui
vanno i ringraziamenti piu sentiti, che,
con il Municipio, hanno tentato di per-
seguire quelle condizioni di vita e di svi-
luppo sociale a cui la nostra cittadinanza
legittimamente ambisce.
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Giovani - Tempo libero

Mozione centro giovanile
a Massagno,

diretto da una figura professionale

[l Municipio ha affrontato la mozione pre-
sentata dal Partito socialista per la realiz-
zazione a Massagno di un centro giovani-
le diretto da una figura professionale.
Condivide in linea di principio la proposta
di mettere a disposizione dei giovani, se
sara comprovata I'esigenza, una struttura
per il tempo libero che possa loro permet-
tere di svolgere attivita idonee all'eta e di
essere aiutati nello sviluppo intellettuale,
sociale e ricreativo.

Finora si & lasciato spazio all'iniziativa del-
le associazioni - non va dimenticato che
in genere le societa attive nel comune di
Massagno sono additate ad esempio nel
panorama cantonale (e non solo) per la
serieta, I'impegno dei dirigenti, ma so-
prattutto per la qualita del lavoro svolto
a favore della gioventu - ma é altrettanto
vero che si sostengono attivita meritevoli
di essere finanziate, nonché sono messe a
disposizione le necessarie strutture per le
diverse iniziative.

La tematica dei centri giovanili & stata
comunque approfondita, gia prima della
mozione, tramite documentazione, ma
soprattutto con persone formate e com-
petenti nel settore; & stata sviluppata in
qguesto quadriennio l'ipotesi di un pro-
getto per mettere a disposizione un ul-
teriore tassello della politica giovanile, in
modo da completare il mosaico delle of-
ferte a disposizione.

Si & potuto appurare come le attuali in-
dicazioni di intervento vanno a sostegno
delle attivita svolte nei vari campi del-
I'educazione socio-culturale e del tem-
po libero che tendono ad una educazio-
ne preventiva e globale per orientare i
ragazzi, gli adolescenti e i giovani verso
un positivo sviluppo delle loro capacita e
verso |'integrazione sociale.

La mozione opportunamente ha segna-
lato I'esperienza del centro giovani che
Massagno ha creato nel 1976 e successi-
vamente gestito e che si & conclusa dopo
un ventennio.

La nuova proposta & rivolta principal-

mente a quei giovani che non fanno
parte di nessuna associazione o societa
sportiva, ma che sono desiderosi di vivere
momenti di aggregazione sociale.

In questo senso é stata verificata la pos-
sibilita di collaborazione con altri Comu-
ni, in particolare con il Dicastero giovani
della citta di Lugano.

Si & quindi aperta la possibilita di un no-
stro coinvolgimento nella struttura di
Breganzona, ubicata nelle vicinanze del
nostro Comune, che la Citta prevede di
ristrutturare a breve sulla base di un pro-
getto di creazione ex novo del centro, su
standard attuali e ideali per spazi di que-
sto genere; tale collaborazione con Lu-
gano potrebbe permettere inoltre di am-
pliare I'offerta di attivita rivolte ai giova-
ni, con possibilita di spaziare a 360° per
I'occupazione del tempo libero.

Una prima ipotesi potrebbe essere il cita-
to centro che la Citta sta predisponendo
a Breganzona, altrettanto aperte riman-
gono altre soluzioni praticabili da indivi-
duare con altri ed ulteriori Comuni (Sa-
vosa, Vezia, eccetera), comunque piena-
mente convinti che per la problematica

Gruppo folclore "Branko Radicevic"
alla sagra

in questione sia opportuno e necessario,
per un effettivo risultato, un approccio
intercomunale.

La mozione ¢ ora al vaglio della commis-
sione speciale istituita per approfondire
la tematica e che rassegnera un rapporto
all'indirizzo del Consiglio comunale che
si esprimera nel merito.




Giovani - Tempo libero

Piscina Valgersa

Stagione 2006 all'insegna delle novita

Sabato 20 maggio ha riaper-
to la piscina della Valgersa, il
centro ricreativo balneare re-
centemente rinnovato e ap-
partenente ai comuni di Mas-
sagno e Savosa.

La piscina & aperta tutti i giorni dalle
10.00 alle 19.00 fino all'inizio di set-
tembre. | prezzi di entrata sono invariati
rispetto allo scorso anno e come in pas-
sato sono previsti degli sconti sulle en-
trate e sugli abbonamenti per i cittadini

di Massagno e di Savosa; riduzioni sono
pure previste per giovani ed anziani.

La grande novita per la stagione 2006
consiste nella gestione del bar/ristorante
della piscina, affidato ad un gerente ca-
pace e con esperienza, che resta aperto
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anche dopo le 19.00, orario in cui non ¢
pill consentita la balneazione; infatti da
lunedi a mercoledi il lido della Valgersa
si trasforma in un piacevole e suggestivo
luogo di incontro estivo dove il bar con
musica resta aperto fino alle 21.00 e da
giovedi a domenica fino alle ore 23.00.
In un‘atmosfera particolare sono servi-
ti aperitivi tutte le sere dalle ore 17.30,
orario a partire dal quale I'entrata e gra-
tuita.

Nel fine settimana alla sera vi & pure la
possibilita di cenare alla griglia, mentre
durante gli orari di apertura della pisci-
na c'é la possibilita di ristorarsi, in par-
ticolare a mezzogiorno, grazie anche a
menu e ricchi buffet. Viene offerto un
ampliato servizio pubblico alla cittadi-
nanza.

Sono pure previste animazioni diurne
(tornei di beach volley e attivita ludiche
varie, che sono pubblicate all’albo della
piscina e comunicate di volta in volta)
e serali (concerti,...), senza dimenticare
la possibilita di vedere sul teleschermo i
campionati mondiali di calcio e gli altri
grandi avvenimenti sportivi.

in tal modo la piscina pubblica della Val-
gersa, dotata in particolare di una gran-
de piscina nuotatori, di vasca per i bam-
bini, di una piscina con scivolo e di un
campo da beach volley vuole rinnovarsi
per stare al passo coi tempi e per esse-
re sempre piu attrattiva in particolare a
favore della popolazione di Massagno e
di Savosa.

Abbonamenti e informazioni presso la
cassa della piscina Valgersa e allo 091
966 53 41.



Scuola e cultura

Concluso I'anno scolastico

Scrivo la storia di... Lavoro di fine quinta classe elementare

Finale con sorpresa per i 40 allievi di scuo-
la elementare che nel giugno scorso hanno
concluso il loro viaggio nelle scuole comuna-
li. Al momento dei complimenti non hanno
trovato solo il diploma e I'omaggio (sempre
gradito) offerto dall’ Assemblea dei genito-
ri, ai saluti finali hanno trovato un pubblica-
zione in cui venivano riprodotti gli estratti
pill interessanti del lavoro di fine quinta. Un
piccolo libro o lussuoso quaderno (tutto a
colori) che e stato possibile pubblicare gra-
zie alla partecipazione dell’Azienda elettrica
comunale. Una stampa che ha meravigliato
un‘aula magna affollata da genitori, prota-
gonisti delle storie (gli allievi erano chiamati
ad una redazione titolata: «racconto la sto-
ria di ...»), l'intero corpo insegnante e ...
allievi di quarta, prossimi protagonisti del
grande viaggio. Infatti la pubblicazione non
ha esaurito il suo mandato nell'effetto sor-
presa ma si proietta nel tempo, andando a
carburare la motivazione per i prossimi la-
vori di fine quinta, e costituire un eccellente
ricordo-stimolo nei prossimi anni ai 40 licen-
ziati dalle scuole elementari.

Presenti il Sindaco, arch. Giovanni Bru-
schetti, e I'lspettore scolastico, prof. Gian-
carlo Bernasconi, le sorprese hanno avuto
un ulteriore spazio: in questa occasione e
. stato infatti saluta-
to il maestro Miche-
langelo Destefani
% che dopo 38 anni di
§ certosina professio-
@ nalita ha deciso di
«fare altro». Il mae-
stro & stato omag-
giato dal Municipio
che attraverso il Sin-
daco ha ripercorso
il suo cammino, un
tragitto composto da 815 allievi, da 52 col-
leghi (64 contando i maestri di materie spe-
ciali), da 3 direttori, 4 ispettori, 4 sindaci e
2 segretari comunali. Era il 1968 quando
un allora debuttante maestrino malcanto-
nese fece capolino nelle scuole comunali di
Massagno, ¢ il 2006 quando l'istituto scola-
stico saluta (sono parole del Direttore Fabri-
zio Quadranti) «uno che non ha mai fatto il

maestro perché é sempre stato maestro».
Anche da queste colonne si vuole salutare
il maestro Destefani per il prezioso lavoro
svolto con professionalita in 38 anni di serio
e sereno lavoro.

Nelle scuole comunali si & anche saluta-
ta la signora Maria Marinelli che dopo 37
anni passa alla meritata pensione. Costret-
ta ad un ruolo nascosto la signora Marinelli
ha sempre svolto con cura il proprio lavoro
e, sempre citando il direttore delle scuole,

1

«un meccanismo complesso come la scuola
d’oggi funziona bene quando anche i lavori
umili vengono svolti con cura: non si vive di
solo cerimonie pubbliche, anzi queste sono
solo conseguenze». Anche alla signora Ma-
ria Marinelli vogliamo esprimere i nostri rin-
graziamenti ed auguri.

Gli allievi licenziati dalle scuole
elementari, giugno 2006.

Adrian Nikolic, Aladin Bajramoski, Alek-
sandar Stojadinovic, Andrija Milanovic,
Arianna Brignoni, Aron Barbieri, Ca-
milla Galletti, Claudio Santoro, Camille
Wernli, Daniele Rothen, Desirée Boeri,
Eda Atkas, Eleonora De Giuli, Elisa La-
verde, Florina Asllani, Genutar Morina,
Giulia Docimo, llaria Malyguine, Joelle
Corti, Kastriot Shpatollaj, Katia Monti,
Leandro Marques, Kristina Blajic, Lu-
cerzia De Giuli, Manuel Jurcevic, Marco
Kren, Marija Milosevic, Martin Batinic,
Maya Brignoni, Merima Tiganiji, Niko-
la Marinkovic, Samuele Bossalini, Sara
Stella, Sascha Grassa, Sara Visini, Stefa-
no Lelli, Simone Sardaro, Stjepan Vilic,
Vanessa Gianmarino, Vjollca Salijaj.




Scuola e cultura

“Tutti i colori del giallo”

oltre ogni aspettativa

La prima edizione era una specie di prova, una scommessa, tan-
to per vedere «l|'effetto che fa». E' andata oltre ogni aspettati-
va, lo sappiamo: a livello di critica e di pubblico non vi sono stati
che approvazioni.

E cosi la seconda edizione diventa piu difficile: perché ci sono at-
tese e aspettative, perché gli errori da entusiasmo dei debuttanti
non sono pil tali. Dungue tanta attenzione al programma, se si
preferisce: ai «nomi». Abbiamo iniziato con Loriano Macchia-
velli, un giallista che per i profani rappresenta solo I'alter-ego di
Francesco Guccini (i due a quattro mani hanno gia scritto quat-
tro romanzi, il quinto & di prossima pubblicazione), per gli spe-
cialisti invece il nome Macchiavelli rappresenta un punto cruciale
nella storia della giallistica italiana. Infatti & lui che ha rivitalizzato
il genere una trentina di anni fa con il suo sergente Sarti Anto-
nio, e lui che viene considerato il «padre dei tutti i nuovi giallisti»
(ma lui preferisce sentirsi zio). Bolognese ha un curriculum lun-
go cosi ed un bibliografia che Tecla Dozio ha saputo ripercorrere
con piglio e competenza.

Per la seconda serata i riflettori erano tutti puntati su Friedrich
Dirrenmatt, uno dei piu grandi scrittori svizzeri (e prestatosi al
giallo con il capolavoro «La promessa», e non solo). Per risco-
prire questa grande figura abbiamo avuto ospiti di eccezione ed
eccezionali: Anna Ruchat, la scrittrice ticinese fresca vincitrice di
premi e traduttrice dello stesso Dlrrenmatt, la signora Charlot-
te Kerr-Dlrrenmatt (vedova dello stesso scrittore) e I'architet-
to Mario Botta, che ha progettato il centro culturale. Di grande
spessore le testimonianze e di grande presa la lettura di Antonio
Ballerio per una serata assai apprezzata da un'aula magna piena
fino all’inverosimile.

Per la serata finale erano due gli ospiti: il giovane Andrea Fazioli,
recente caso letterario ticinese con il primo noir ambientato nel
nostro Cantone («Chi muore si rivede», 2005) e Gianrico Caro-
figlio, sostituto procuratore di Bari prestato (con successo) ala
letteratura. Carofiglio e I'inventore del legal thriller italiano e,
stimolato dalle intriganti domande della giornalista Rossana Ma-
spero, non ha mancato di scatenare applausi e consensi.

Anche il programma cinematografico & stato pensato in una pro-
spettiva culturale e popolare. Un eccelso classico, «Delitto per-
fetto» di Alfred Hitchcock (un film che su grande schermo ha
tutt’altro impatto!), un capolavoro americano solo di nome («La
promessa» di Sena Penn con Jack Nicholson: la pellicola ¢ stata
applaudita da una sala attenta), e infine da un esordio DOC («La
casa dei giochi» di David Mamet: la pellicola & stata consigliata
dallo stesso Carofiglio). Tutte le proiezioni sono state introdotte
da Gino Buscaglia, la cui competenza ha permesso di osservare
e godere i film con altri occhi.

A fare da intermezzo, come un anno prima, gli strepitosi aperi-
tivi di Guerino Coldesina che sono stati apprezzati, magari an-
che troppo. Ma anche questa & una chiave di lettura della ma-
nifestazione, del suo successo. Perché letteratura e cinema, non
importa il genere, vanno condivisi, non sono bottiglie nel mare
per persone sole.
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La manifestazione ha avuto il sostegno di importanti sponsor: i
confermati Coop Cultura, I'Azienda elettrica comunale, il grup-
po elettricita Spinelli, I'’Azienda elettrica cantonale e la Cornér
Banca SA, un istituto da sempre legato al nostro territorio.

Fabrizio Quadranti

N

R

¥ "!.
Andrea Fazioli, Rossana Maspero, Giér-rico Carofiglio



Scuola e cultura

Massagno Musica in concerto

I 2 aprile scorso si e tenuto il concerto di gala, nell'anno del
25° di fondazione della Societa

Eccezionale il programma: la scuola musicale di Massagno Mu-
sica ha suscitato la simpatia del pubblico con le loro belle ese-
cuzioni; gli allievi di 1B della Scuola Media di Massagno, hanno
offerto I'affascinante intermezzo cantando sulle note di Mas-
sagno Musica le melodie di Walt Disney, rievocando temi noti
come Michey Mouse Marsh, Bianca neve ed i sette nani, Mary
poppins ed altri, nell" intermezzo arrangiato e diretto dal mae-
stro Mauro Ghisletta.

Molto gradito il concertista ospite Silvan Zingg, che ha propo-
sto un repertorio tutto particolare di boogie woogie, quale so-
lista al pianoforte e accompagnato da Massagno Musica e dai
suoi solisti.

Silvan Zingg con la sua contagiosa comunicativita, con la sua
bravura tecnica, ha impressionato ed ha contagiato anche i bravi
suonatori e tutto il pubblico, facendo sentire come si vive la mu-
sica nel sangue, con vitalita, ritmo, allegria e partecipazione.

La manifestazione ufficiale del 25° di fondazione, che si terra a
novembre, avra il suo apice con |'esecuzione in diretta della co-
lonna sonora di un film proiettato al LUX.

SAM Nanbudo

medagliati ai campionati R— S
del mondo '

(LT

Al campionato mondiale tenuto a maggio in Ungheria, gli atleti
della SAM NANBUDO inclusi nella squadra nazionale svizzera
hanno conquistato ben quattro medaglie, ecco i risultati:

2° posto nel kata individuale donne per Katia Granelli

2° posto nel jurandori individuale uomini per Danilo Bosi

3° posto nel jurandori individuale uomini per Stefano Giordano
3° posto nel kata a squadre uomini per Danilo Bosi, Nicola

Dall’Acqua e Stefano Giordano

Ci complimentiamo con la societa di Massagno e con gli atleti

che hanno contribuito al successo della Nazionale Svizzera.
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Scuola e cultura

Pubblicato il libro censimento/i
e questioni connesse

Presentazione: Damiano Ferrari
Autore: Orlando Taschetta

Il 27 aprile e stato presentato nella Sala
Multiuso di Porza il libro “Censimento e
guestioni connesse” edito grazie alla col-
laborazione dei Comuni di Massagno,
Porza e Savosa.

L'Autore, Orlando Taschetta, laureato in
diritto all’Universita di Friborgo, & cono-
sciuto ai piu per essere stato segretario
comunale di Viganello, avendo privilegia-
to alla professione di avvocato e notaio
I'attivita amministrativa, per la sua dedi-
zione alla cosa pubblica, ma non & nuo-
vo a ricerche di natura storica e giuridica,
spesso si & dedicato ad attivita culturali di
vario genere.

Nessuna meraviglia, dunque, nel ritrova-
re I'autore a cimentarsi in uno studio sul
Censimento e questioni annesse. Egli sen-
te infatti la voglia di esplorare nella storia
per esprimere il suo sapere a beneficio di
chi, come me, ha eseguito o conosce solo
il censimento dei nostri giorni.

Leggere gli eventi demografici, alla luce
degli avvenimenti storici e politici, in un
continuo confronto, & operazione tanto
suggestiva quanto difficile. Nasce que-
sto libro che vuol essere un tentativo, ben
riuscito, di coniugare i due aspetti accen-
nati.

L'opera e particolarmente interessante,
innanzitutto perché la tesi di fondo che
sostiene la ricerca & una sana curiosita...
“con un certo spirito critico da laico e
credente, scrive l'autore, pud essere av-

vincente tentare di compenetrare, in un
ambito spaziale e avvalendosi anche del-
le scritture, nell’antico ambiente di quel-
la area del Medio Oriente e poi evocare
guanto avvenne nella Palestina ai tempi
di Gesu.

Anche I'Autore sente |'energia che sca-
turisce da questi luoghi e si mette al la-
VOro,

"affronta I'attitudine alla memorizzazione
con lo specifico argomento ai censimenti
e documentaristica relativa, nonché lo svi-
luppo verificatosi nel corso dei tempi.
Sono sei i capitoli che trattano dell’anti-
co censimento, partendo con un esordio
informativo ed un accenno allo svolgi-
mento, rivolgendo lo sguardo sul Medio
Oriente, sulla Palestina e connessioni, rile-
vando le memorizzazioni e le registrazio-
ni anagrafiche, per giungere a riflessioni
conclusive e addende “ante” e “post”.
Attraverso molteplici fonti, I'autore ha vo-
luto indagare sulla tematica presso archi-
vi pubblici e privati, cosi che riporta me-
diante numerose note validi compendi a
parecchi temi.

Taschetta rileva anche i censimenti del-
I'epoca contemporanea, curati dapprima

R

14

dalle autorita ecclesiastiche, mentre verso
la meta del 1800 si affermo nelle registra-
zioni I'ente statale. Per quanto riguarda la
nostra epoca, presenta una correlazione
ma con distinguo - tra stato civile e censi-
mento, capitolo corredato dal contributo
di Elio Venturelli, che arricchisce il lavoro
sui censimenti moderni della popolazione
e sulle prospettive per quelli del futuro,
esemplificando con la pubblicazione di ta-
vole contenenti dati dei Comuni di Porza,
Savosa e Massagno.

Il diritto di tutti alla conoscenza e alla cul-
tura si realizza attraverso messaggi chia-
ri e semplici, con prodotti editoriali, se-
ria documentaristica, conferenze, mostre,
concerti ed altro ancora. Senza tutto cio
non vi & neppure un‘adeguata crescita
della cultura, non nasce nel cittadino uno
stimolo reale a conoscere ed a produrre
nuova cultura per tutti.

Bene quindi hanno fatto i Municipi dei
Comuni di Massagno, Porza e Savosa ad
accogliere questa iniziativa rendendosi
editori di questa ricerca e pubblicare il li-
bro “Censimento e questioni connesse”.

Il libro & disponibile presso la Cancelleria
comunale.



L avori in corso

Cantiere Gradinata Pometta

Lavori a buon punto

Sono a buon punto i lavori di sistemazio-
ne della Gradinata Pometta. La nuova so-
luzione planimetrica segue gli assi princi-
pali generati dalla Chiesa e dalla scuola
Nosedo. Viene raddoppiato il numero dei
parcheggi ai lati di una strada che funge
d'accesso alla scuola e realizzato pure un
nuovo camminamento pedonale. Il viale
viene arricchito con due filari alberati.

Con l'inizio a settembre dell’anno scola-
stico I'area rinnovata sara disponibile.

Nuovo centro rifiuti separati

di Ciusarella
Apertura: 2 agosto 2006

Orari:
martedi - sabato (chiuso il lunedi)
09.00 - 12.00 e 14.00 - 18.00

E in fase realizzativa la nuova organizza-
zione del Centro rifiuti separati di Ciusa-
rella, pit consona e di maggiore soddi-
sfazione ai bisogni ed alla fruibilita degli
utenti e che riunisce anche la raccolta del
verde e degli scarti vegetali.

Segnaliamo le principali modifiche:

* in conseguenza della concentrazione di
tutte le raccolte di rifiuti separati presso il
magazzino comunale di Ciusarella (chiu-
sura del deposito provvisorio di vegetali di
Povrd) é prevista la presenza di un custo-
de per controllo durante gli orari di aper-
tura del centro;

* |'accesso al centro awviene solo da via
Ciusarella;

® | pneumatici non sono pit accettati al cen-
tro rifiuti e con la raccolta ingombranti;

¢ |a raccolta di sagex e plastica non sara
pit in forma separata ma & previsto un
contenitore unico "rifiuti non separabili”
in quanto non & garantito lo smaltimen-
to separato;

¢ la raccolta dell'alluminio avverra in un
unico contenitore.

Rifiuti vegetali (nuovo)
Carta - Cartone
Rifiuti ingombranti (nuovo)
Ferro
Legno (nuovo)
Materiali inerti (nuovo) . g
Vetro Tivgga g
PET (bottiglie) ey
Alluminio
Oli (minerali e vegetali)
Batterie
Apparecchi elettrici AR TR
L WU/ CEWTRD A FISERVATA &
Tessili FFRLIMI SEFARATI UPFICH) TECASCD

Per maggiori informazioni rivolgersi a UTC Massagno: Tel 091 / 960 35 22
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L avori in corso

Moderazione del traffico

ZONA

30

Un intervento importante per la sicurezza sulle nostre strade

L'introduzione dei 30 km/h é avvenuta gra-
datamente da ottobre a fine anno 2005.
Sostanzialmente gli effetti degli interventi
sino ad oggi sono positivi e suscitano I'ade-
sione da parte della popolazione. Sono per-
venute al Municipio delle osservazioni da
parte di cittadini, la maggior parte delle
quali hanno potuto essere risolte spiegando
le ragioni di determinate segnaletiche in vi-
cinanza di accessi privati.

Alcune situazioni sono state oggetto di
correttivi precedute da valutazioni ed altre
sono predisposte per migliorare la mode-
razione in alcuni punti come esponiamo di
seqguito:

e autorizzata la svolta a sinistra da Piazza
Santa Lucia su via S. Gottardo, in conse-
guenza della chiusura di via Stazio verso via
Madonna della Salute per evitare il traffico
parassitario all'interno del Comune;

Petizioni:

e affidato un mandato per lo studio di un
concetto delle misure di moderazione del
traffico, arredo urbano ed architettonico in
via Motta, quale strada con presenti scuola
dell'infanzia, casa anziani, cinema, munici-
pio e chiesa;

¢ affidato in collaborazione con il Munici-
pio di Savosa un mandato di studio per la
via Maraini;

o confermata la chiusura dell'imbocco di
via Madonna della Salute e di via al Muni-
cipio da piazza S. Lucia, per raggiungere
Via Madonna della Salute. Infatti la chie-
sta introduzione del senso unico potrebbe
ingenerare traffico parassitario; da notare
come con la chiusura di via Stazio il traffi-
co & molto diminuito e quindi la pericolosi-
ta del doppio senso su via Madonna della
Salute e molto ridotta, per la sicurezza dei
pedoni si & decisa la demarcazione di una

1."Per una Massagno piu vivibile”

Il traffico intenso sulla via Selva ha provo-
cato la reazione di abitanti della zona che
hanno consegnato al Municipio la petizione
“per una Massagno piu vivibile” corredata
da 106 firme.

Si chiede una limitazione generale della cir-
colazione notturna tra le 21.00 e le 07.00,
una limitazione generale per motocicli e ci-
clomotori, nonché di accelerare le procedure
di pedonalizzazione.

Pur comprendendo il disturbo causato dal
rumore dei veicoli in circolazione special-
mente di notte, esteso anche alla via Mira-
valle, appare difficile accogliere la soluzio-
ne che introdurrebbe misure tassative, che
appaiono difficilmente controllabili e che
avrebbero quale effetto di spostare il traffico
su altre vie di Massagno.

Il Municipio ha affrontato lI'esame e nei
prossimi mesi realizzera una soluzione tem-
poranea con misure di moderazione efficaci
ed adatte.

Quanto sara approntato e da considerare
come preambolo alla soluzione definitiva
ideale per il quartiere, che scaturira con la
modifica del PR e dopo I'apertura della gal-
leria Vedeggio-Cassarate.
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zona pedonale lungo un lato;

e corrette alcune situazioni di segnaletica,
posteggi zona blu, totem 30 kmh;

e da controllare tramite radar la velocita
nella zona di moderazione da tempo in
atto in via Praccio, in quanto sono segna-
late velocita elevate;

¢ confermato il doppio senso in via Nose-
do, si rileva come in Via al Ponte il senso
unico sia stato introdotto nel 1981 per im-
pedire il transito parassitario all'interno del
comune.

Da esperienze acquisite si osserva che il
doppio senso non rende piu pericolosa la
circolazione, evidentemente occorre che
sia rispettata la velocita ridotta a 30 kmh
che sara controllata con radar, rispettiva-
mente che i veicoli siano posteggiati solo
nei parcheggi demarcati.




IN COrso

2."Sicurezza via San Gottardo”

Sono proseguite le trattative con il Cantone per determinare le
soluzioni atte a migliorare le misure di sicurezza per gli attraver-
samenti pedonali di via San Gottardo. Per I'evasione della peti-
zione e per studiare le soluzioni il Municipio ha avuto contatti
con il Consigliere di Stato avv. Marco Borradori ed incontri con il
Dipartimento del territorio durante i quali sono state esposte le
nostre preoccupazioni e le possibili misure di intervento.

Si e effettuata una statistica di tutte le percorrenze veicolari e
delle velocita, nonché degli attraversamenti dei pedoni su tutti i
passaggi pedonali, con conteggi manuali e radar.

E' poi seguita la fase operativa ed ora sono all’esame gli aspetti
di dettaglio di tutti i passaggi pedonali di via San Gottardo, dalla
Cappella due Mani a Santa Lucia, per la messa in sicurezza degli
attraversamenti pedonali mediante interventi d'urgenza in attesa
della soluzione definiva di piano regolatore.

Comprovata l'opportunita di migliorare la sicurezza, scartata
I'ipotesi della regolazione semaforica dei flussi presso i passaggi
trattandosi di soluzione prowvisoria, si opta per I'equipaggiamen-
to degli attraversamenti con isole spartitraffico quanto queste
non sono in conflitto con I'attraversamento di due corsie stra-
dali, oppure con il miglioramento delle condizioni di servizio per
tutte le categorie di utenti.

Di conseguenza saranno migliorati gli attraversamenti Ufficio

3."Antenna telefonia mobile”

f i I- Ill'lzlrl‘-‘l.ll:\‘i’.
Postale, Via Selva, Crocicchio Sole, Via Motta, Santa Lucia, men-
tre saranno aboliti i passaggi pedonali della “Stazione servizio
Shell”, i pedoni sono deviati verso il sottopassaggio della Cap-
pella due Mani, nonché di “Gradinata Corogno”, per fare capo
ad un nuovo passaggio pedonale “Ufficio Postale”.
Contiamo di attivare le citate misure di sicurezza entro fine
2006.

A fine aprile 2006 al Municipio & perve-
nuta lettera sottoscritta da cittadini della
zona di via Lisano ed appoggiata dall’As-
sociazione quartiere Bomborozzo, con la
guale sono state segnalate preoccupazio-
ni per gli effetti che un previsto impianto
di telefonia mobile potrebbe causare sulle
persone per I'impatto delle emissioni elet-
trosmog.

In effetti @ stata inoltrata al Municipio la
domanda di costruzione per la realizzazio-
ne di un ulteriore impianto per la telefonia
mobile. In questi casi I'incarto prosegue al
Dipartimento del territorio per verificare se
I'impianto risponde alle norme federali.

Le molteplici applicazioni delle moderne
tecnologie dell'informazione e della co-
municazione negli ultimi anni hanno pro-
fondamente cambiato le nostre abitudini
di vita. La rapida diffusione della telefo-
nia mobile o di Internet sono soltanto due
esempi.

Il Municipio e attento alla problematica,
ha incontrato i fautori della petizione per
spiegare i diversi aspetti ed ha promosso

un esperimento di conciliazione tra oppo-
nenti e promotori.

Inoltre per maggiore tranquillita, nel 2005
ha fatto verificare i valori delle radiazioni
non ionizzanti delle antenne per telefonia
presenti a Massagno alla Sezione Prote-
zione Acqua Aria e Suolo. E' risultato che
i valori su tutto il territorio comunale sono
conformi all'Ordinanza Federale e che le
singole antenne presenti pure rispettano i
valori limite, pertanto attualmente il com-
prensorio € in regola.

L'ordinanza sulla protezione dalle radia-
zioni non ionizzanti (ORNI), in vigore da
febbraio 2000, ha lo scopo di proteggere
la popolazione svizzera dall’elettrosmog.
Per difendere la popolazione dai rischi
per la salute noti e comprovati scientifi-
camente, 'ordinanza stabilisce dei valori
massimi per |'esposizione a breve termine
delle persone. Inoltre i valori limite relativi
agli impianti, fissati in via precauzionale,
hanno lo scopo di ridurre, per numerose
fonti, I'esposizione di lungo periodo nelle
aree abitate.

Solo recentemente, in data 1° giugno, i
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media hanno riportato una sentenza del
Tribunale Federale che vieta la posa di an-
tenne sui tetti quanto le stesse superano
le altezze massime prescritte dalle norme
di piano regolatore.

Di conseguenza prima della decisione sul-
le domande di costruzione saranno tenuti
in considerazione anche questi aspetti.




Diversi

Sagra massagnese

Occasione d'incontro

La Sagra 2006 e stata un’occasione d'incontro ricca per la popo-
lazione massagnese, attratta al capannone delle feste ed al Cine-
ma Lux da un variato programma adatto a giovani ed adulti e dal-
le specialita culinarie che la SAM Benefica sa magistralmente pro-
grammare e realizzare. Iniziata il mercoledi 7 giugno con la tom-
bola della Sam Basket, il giovedi si & dato via libera alla musica con
i concerti dei complessi: J.C. Harpo che ha eseguito musica blues,

SAM Basket

leader del gruppo, I'armonicista di alto livello musicale ha duettato
con vari big del calibro di B.B. King, Carry Bel, Little Milton e molti
altri; Rock and Rejoice vincitori di Palco ai giovani 2005 di Lugano,
hanno proposto un repertorio chiaramente influenzato da band
quali i Rolling Stone, Led Zeppelin, Deep Purple e molti altri.
Gustato con buon appetito il pranzo offerto agli anziani venerdi
dalla SAM Benefica, la sera si & tenuta la Scéna di galin, ma la tra-
dizione passa oramai sulle apprezzate costine alla griglia.

| giochi animati dalla Parrocchia hanno caratterizzato la Giornata
della famiglia e richiamato attorno al Parroco don Paolo Solari, al-
I'animatrice Sonia Quadrelli e ad altri collaboratori un bel gruppo
di bambini e giovani. L'atelier dell’artigianato (confezionati cesti e
rastrelli sul posto), il gruppo corno delle alpi che si riferisce a Filip-
po Chiarini e il Gruppo canzoni e costumi ticinesi, hanno messo in
risalto la nostra tradizione. Ospite |'Associazione culturale artistica
serba Branko Radicevic, che ha presentato una bella fotografia del-
la loro cultura tradizionale con danze eseguite da gruppi di bambi-
ni ed adulti in variopinti costumi.

Di particolare rilievo sabato il musical Pinocchio presentato dalla
SME di Agno al Cinema LUX, teatro attivo come straordinaria espe-
rienza di crescita per i ragazzi, nonché il teatro dialettale Gillieta e
Ruméul dalla SME di Massagno con l'intento di rivalutare il dialetto
e per una forma di aggregazione ed integrazione socio-culturale, la
domenica sempre al Cinema LUX. | due spettacoli hanno destato
una bellissima impressione per I'impegno profuso dai giovani allievi
che si sono improwvisati attori, ballerini, cantanti, scenografi.

Soddisfazione per la stagione ad altissimo livello

La SAM Basket ha festeggiato una
splendida stagione, secondi in regu-
lar season e conclusasi con una quasi
promozione in LNA che sarebbe stata
di tutto merito. Il Sindaco arch. Gio-
vanni Bruschetti si & complimentato
con i dirigenti ed i giocatori ricevuti in
Municipio, per la stagione ad altissimo
livello nonché per il lavoro che viene
svolto a favore dei giovani. La prima
squadra & solo il gruppo emergente di
tutto l'importante movimento giova-
nile che I'Autorita comunale apprezza
ed appoggia. Prova ne & che gli Sco-
lari hanno festeggiato il titolo di Cam-
pioni svizzeri di categoria.
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Contributi comunali trasporti:

1. abbonamenti
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uno pex tutti

[l Municipio ha deciso di confermare anche
per il periodo 01.01.2006 - 31.12.2007 il
contributo a sostegno dell’acquisto degli
abbonamenti della Comunita tariffale Ar-
cobaleno per anziani, giovani e studenti,
per le zone 10 +11 e del medesimo im-
porto per zone piu estese.

2. Carta giornaliera

Per i cittadini di Massagno sono disponi-
bili, visto il largo uso, due carte giornalie-
re FFS per i Comuni.

Questo particolare abbonamento da di-
ritto a coloro che ne faranno richiesta,
di ricevere il biglietto giornaliero, se non
gia prenotato da altri, senza neces-

Ha altresi deciso di sostenere l'iniziativa
CAMPAGNA CAMBIA L'ARIA, C'E AR-
COBALENO: Utilizzare i trasporti pub-
blici, un contributo alla salvaguardia
dell’ambiente, nell'ambito delle misure
di lotta all'inquinamento atmosferico, con
la promozione del trasporto pubblico.

Essa consiste in particolare nella vendita a
prezzi ridotti di abbonamenti settimana-
li per i mesi di luglio e agosto, e annuale
con un mese di validita in piu per tutti i
trasporti pubblici (ad eccezione di naviga-
zione e impianti di risalita) di una determi-
nata regione (zona).

sita di possedere |'abbonamento meta
prezzo, che da la possibilita di effettua-
re un numero illimitato di corse (durante
le 24 ore di validita dello stesso), su tutti
i percorsi rientranti nel raggio di validita
dell’abbonamento generale FFS, per tut-
ti i mezzi pubblici (treni, autobus, tram,
battelli).

Ai cittadini viene concesso un contri-
buto ulteriore del 50% per I'acquisto
degli abbonamenti in azione.

Una buona occasione per provare i
trasporti pubblici: approfittatene!

| contributi vengono rimborsati in Cancel-
leria presentando il titolo di trasporto.

Per informazioni:
Cancelleria comunale

telefono: 091 960 35 11
cancelleria@massagno.ch
Www.massagno.ch

BE=] SBB CFF FFS

La richiesta per l'uso del biglietto gior-
naliero deve essere fatta alla Cancelleria
Comunale, telefonicamente o allo spor-
tello, durante le ore d'ufficio. Il bigliet-
to costa fr. 30.00 ed é da pagare al Co-
mune al momento della consegna dello
stesso, che deve essere ritirato presso la
Cancelleria almeno il giorno prima del
suo utilizzo.

Nuovo passaporto svizzero

Richiesta informazioni

presso la cancelleria

comunale
Tel. 091 960 35 08

Passaporto svirzero
P-iss-apnrt svizrzer

Da settembre 2006, accanto al-
I'attuale passaporto 03, sara ri-
lasciato anche il passaporto 06
munito di un chip leggibile elet-
tronicamente.

Il passaporto 03 costa 120 fran-
chi per g adulti ed & valido dieci
anni. Il passaporto 06 costa, du-
rante il progetto pilota, 250 fran-
chi ed é valido 5 anni.

Chi possiede un passaporto at-
tuale del modello 03 rilasciato
prima del 26 ottobre 2006, non
avra bisogno nei prossimi anni di
un passaporto 06, neanche per
recarsi o fare scalo senza visto
negli Stati Uniti. Per ottenere un
passaporto 03 prima del 26 ot-

tobre 2006 occorre richiederlo
quanto prima. Termine ultimo:
meta settembre; per cittadini
svizzeri residenti all'estero fine
agosto 2006.

Per ulteriori informazioni:
© WWw.passaportosvizzero.ch
o hotline gratuita:0800 820 008
o Comune di domicilio o ufficio
passaporti del Cantone
di domicilio
* Rappresentanza svizzera
all'estero

Schweizerische Eidgenossenschaft
Confédération suisse
Confederazione Svizzera

Confederaziun svizra
Ufficio federale di polizia fedpol

Swiss passport

La nuova generazione:
il passaporto 06

con i dati leggibili
elettronicamente
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Comunitas

Fondazione previdenza Associazione dei Comuni Svizzeri

La Comunitas & la cassa pensione per i comuni e le istituzioni
in tutta la Svizzera. Piani di previdenza moderni e differenziati,
struttura dei costi ottimale ed un livello elevato del savoir-fai-
re degli specialisti fanno di Comunitas un partner in previdenza
ideale per le organizzazioni a compiti pubblici.

Sono 731 i datori di lavoro affiliati in tutta la Svizzera che fan-
no fiducia alla COMUNITAS per la previdenza di piu di 10'200
dipendenti che apprezzano la professionalita e I'esperienza del-
la Cassa.

Massagno ¢ socio fondatore fin dalla creazione nel 1968, vi fan-
no parte i dipendenti del Comune e della Casa per anziani Gi-
rasole.

Comunitas ha potuto chiudere I'anno 2005 con un risultato mol-
to soddisfacente. Il grado di copertura secondo I'art. 44 OPP 2
ammonta al 31.12.2005 al 107.44% (2004 = 99.81%). Il be-
neficio di CHF 101'645'460.- & servito, dopo il pareggiamento
della sotto-copertura, alla costituzione di riserve per fluttuazioni
dei valori. Il risultato eccellente & stato ottenuto grazie ai pun-
ti sequenti:

¢ Rendimento eccellente sul capitale degli investimenti

¢ Controllo costante delle spese d’amministrazione

e Favorire I'equilibrio tra finanziamento e prestazioni.

Madonna della Pace

Nell'ambito della
tradizionale fe-
sta massagnese,
organizzata dal
Coro Val Genza-
na presso |'Ora-
. torio e giardino
- - ~ della Madonna
\ : della Salute, e
stato riproposto
al pubblico I'af-
fresco di Tita
Pozzi “Madon-
na della Pace”,
A, _ . . restaurato e col-
- : - . locato sulla fac-
= .~ ciata della Chie-
sa rivolta verso il
= giardino.
M ) Municipale Ma-
rio Asioli ha segnalato la particolarita dell’opera realizzata negli
anni 1945-46. L'artista massagnese ha raffigurato la Madonna
con Bambino ed i simboli della pace, la colomba e I'ulivo, a pro-
tezione del Comune dagli aerei, ne sono raffigurati sei, che sor-
volavano la Svizzera durante la seconda guerra mondiale.

Lo .
i

L s ol - =T - LRt e

All'assemblea dei delegati tenuta ad Olten il 30 giugno scorso, il Sindaco
arch. Giovanni Bruschetti € stato nominato nel Consiglio di Fondazione,
in sostituzione del dimissionario avv. Enrico Broggini di Losone.

Ci complimentiamo con il nostro Sindaco per l'importante mandato
assunto e gli auguriamo una proficua attivita in questo delicato settore.

Consultateci:
www.massagno.ch

O T
Comune di MASSAGNO H

Attualith  Le ultime notizie dal Conmine

- s—— Amministrazicne

Commanale

A disposizione dei cittadini I'albo, il programma delle manife-
stazioni, informazioni generali, regolamenti, le associazioni,
formulari ed altro ancora, in pochi clic.

Avete qualcosa da segnalare?
scriveteci a: cancelleria@massagno.ch
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Software License Agreement for SonicWALL ViewPoint

This Software License Agreement (SLA) is a legal agreement between you and SonicWALL, Inc.
(SonicWALL) for the SonicWALL software product identified above, which includes computer software
and any and all associated media, printed materials, and online or electronic documentation (SOFT-
WARE PRODUCT). By opening the sealed package(s), installing, or otherwise using the SOFTWARE
PRODUCT, you agree to be bound by the terms of this SLA. If you do not agree to the terms of this SLA,
do not open the sealed package(s), install or use the SOFTWARE PRODUCT. You may however return
the unopened SOFTWARE PRODUCT to your place of purchase for a full refund.

The SOFTWARE PRODUCT is licensed, not sold.

You acknowledge and agree that all right, title, and interest in and to the SOFTWARE PRODUCT,
including all associated intellectual property rights, are and shall remain with SonicWALL. This SLA
does not convey to you an interest in or to the SOFTWARE PRODUCT, but only a limited right of use
revocable in accordance with the terms of this SLA.

oThe SOFTWARE PRODUCT is licensed as a single product.

oYou may also store or install a copy of the SOFTWARE PRODUCT on a storage device, such as a net-
work server, used only to install or run the SOFTWARE PRODUCT on your other computers over an
internal network.

oYou may not resell, or otherwise transfer for value, rent, lease, or lend the SOFTWARE PRODUCT.

oThe SOFTWARE PRODUCT is trade secret or confidential information of SonicWALL or its licensors.
You shall take appropriate action to protect the confidentiality of the SOFTWARE PRODUCT. You shall
not reverse-engineer, de-compile, or disassemble the SOFTWARE PRODUCT, in whole or in part. The
provisions of this section will survive the termination of this SLA.

oYou agree and certify that neither the SOFTWARE PRODUCT nor any other technical data received
from SonicWALL, nor the direct product thereof, will be exported outside the United States except as
permitted by the laws and regulations of the United States, which may require U.S. Government export
approval/licensing. Failure to strictly comply with this provision shall automatically invalidate this
License.

LICENSE

SonicWALL grants you a non-exclusive license to use the SOFTWARE PRODUCT for a number of
SonicWALL Internet Security Appliances. This number is specified and shipped with the SOFTWARE
PRODUCT. Support for additional SonicWALL Internet Security Appliances is subject to a separate
upgrade license.

OEM - If the SOFTWARE PRODUCT is modified and enhanced for a SonicWALL OEM partner, you
must adhere to the software license agreement of the SonicWALL OEM partner.

UPGRADES

If the SOFTWARE PRODUCT is labeled as an upgrade, you must be properly licensed to use a product
identified by SonicWALL as being eligible for the upgrade in order to use the SOFTWARE PRODUCT.
A SOFTWARE PRODUCT labeled as an upgrade replaces and/or supplements the product that formed
the basis for your eligibility for the upgrade. You may use the resulting upgraded product only in accor-
dance with the terms of this SLA. If the SOFTWARE PRODUCT is an upgrade of a component of a
package of software programs that you licensed as a single product, the SOFTWARE PRODUCT may be
used and transferred only as part of that single product package and may not be separated for use on more
than one computer.





DISTRIBUTION RIGHTS

To i-net SPRINTA(tm) 2000 DRIVER - SonicWALL has been given a non-exclusive, worldwide license
by i-net software GmbH to distribute directly and indirectly (through SonicWALL's distribution chan-
nels) the i-net SPRINTA(tm) 2000 driver to SonicWALL's end user customers to use the driver with Son-
icWALL ViewPoint. SonicWALL's end user customers may make a copy of the driver for backup or
archival purposes only. SonicWALL's end user customers are not allowed to make other copies, transfer,
re-distribute, use, translate, or reverse assemble/compile the driver with any other non-SonicWALL appli-
cations. i-net software GmbH holds copyright and title to the i-net SPRINTA(tm) 2000 Driver.

To Microsoft's SQL Server Developer's Edition (MSDE) - This software incorporates Microsoft's SQL
Server Developer's Edition (MSDE) and your use is subject to the terms and conditions of Microsoft's
MSDE End-User License Agreement (a copy of which is available on Microsoft's website:
<http://www.microsoft.com/sql/howtobuy/deveula.asp>).

To Quest Software's (formerly Sitraka) JClass ServerChart - This software incorporates Quest Software's
(formerly Sitraka) JClass ServerChart and your use is subject to the terms and conditions of Quest's Jclass
License Agreement (a copy of which is available on Quest's website: <http://java.quest.com/jclass/licens-
ing.shtml>).

SUPPORT SERVICES

SonicWALL may provide you with support services related to the SOFTWARE PRODUCT (“Support
Services”). Use of Support Services is governed by the SonicWALL policies and programs described in
the user manual, in “online” documentation, and/or in other SonicWALL-provided materials. Any supple-
mental software code provided to you as part of the Support Services shall be considered part of the
SOFTWARE PRODUCT and subject to terms and conditions of this SLA. With respect to technical
information you provide to SonicWALL as part of the Support Services, SonicWALL may use such infor-
mation for its business purposes, including for product support and development. SonicWALL shall not
utilize such technical information in a form that identifies its source.

OWNERSHIP

As between the parties, SonicWALL retains all title to, ownership of, and all proprietary rights with
respect to the SOFTWARE PRODUCT (including but not limited to any images, photographs, anima-
tions, video, audio, music, text, and 'applets” incorporated into the SOFTWARE PRODUCT), the accom-
panying printed materials, and any copies of the SOFTWARE PRODUCT. The SOFTWARE PRODUCT
is protected by copyrights laws and international treaty provisions. The SOFTWARE PRODUCT is
licensed, not sold. This SLA does not convey to you an interest in or to the SOFTWARE PRODUCT, but
only a limited right of use revocable in accordance with the terms of this SLA.

U.S. GOVERNMENT RESTRICTED RIGHTS

If you are acquiring the Software including accompanying documentation on behalf of the U.S. Govern-
ment, the following provisions apply. If the Software is supplied to the Department of Defense (“DoD”),
the Software is subject to “Restricted Rights”, as that term is defined in the DOD Supplement to the Fed-
eral Acquisition Regulations (“DFAR”) in paragraph 252.227 7013(c) (1). If the Software is supplied to
any unit or agency of the United States Government other than DOD, the Government's rights in the Soft-
ware will be as defined in paragraph 52.227 19(c) (2) of the Federal Acquisition Regulations (“FAR”).
Use, duplication, reproduction or disclosure by the Government is subject to such restrictions or succes-
sor provisions. Contractor/Manufacturer is: SonicWALL, Inc. 1143 Borregas Avenue, Sunnyvale,
California 94089.





MISCELLANEOUS

This SLA represents the entire agreement concerning the subject matter hereof between the parties and
supersedes all prior agreements and representations between them. It may be amended only in writing
executed by both parties. This SLA shall be governed by and construed under the laws of the State of
California as if entirely performed within the State and without regard for conflicts of laws. Should any
term of this SLA be declared void or unenforceable by any court of competent jurisdiction, such declara-
tion shall have no effect on the remaining terms hereof. The failure of either party to enforce any rights
granted hereunder or to take action against the other party in the event of any breach hereunder shall not
be deemed a waiver by that party as to subsequent enforcement of rights or subsequent actions in the
event of future breaches.

TERMINATION

This SLA is effective upon your opening of the sealed package(s), installing or otherwise using the
SOFTWARE PRODUCT, and shall continue until terminated. Without prejudice to any other rights,
SonicWALL may terminate this SLA if you fail to comply with the terms and conditions of this SLA. In
such event, you agree to return or destroy the SOFTWARE PRODUCT (including all related documents
and components items as defined above) and any and all copies of same.

LIMITED WARRANTY

SonicWALL warrants that a) the software product will perform substantially in accordance with the
accompanying written materials for a period of ninety (90) days from the date of purchase, and b) any
support services provided by SonicWALL shall be substantially as described in applicable written materi-
als provided to you by SonicWALL. Any implied warranties on the software product are limited to ninety
(90) days. Some states and jurisdictions do not allow limitations on duration of an implied warranty, so
the above limitation may not apply to you.

CUSTOMER REMEDIES

SonicWALL's and its suppliers' entire liability and your exclusive remedy shall be, at SonicWALL's
option, either a) return of the price paid, or b) repair or replacement of the SOFTWARE PRODUCT that
does not meet SonicWALL's Limited Warranty and which is returned to SonicWALL with a copy of your
receipt. This Limited Warranty is void if failure of the SOFTWARE PRODUCT has resulted from acci-
dent, abuse, or misapplication. Any replacement SOFTWARE PRODUCT shall be warranted for the
remainder of the original warranty period or thirty (30) days, whichever is longer. Outside of the United
States, neither these remedies nor any product Support Services offered by SonicWALL are available
without proof of purchase from an authorized SonicWALL international reseller or distributor.

NO OTHER WARRANTIES

To the maximum extent permitted by applicable law, SonicWALL and its suppliers/licensors disclaim all
other warranties and conditions, either express or implied, including, but not limited to, implied warran-
ties of merchantability, fitness for a particular purpose, title, and non-infringement, with regard to the
SOFTWARE PRODUCT, and the provision of or failure to provide support services. This limited war-
ranty gives you specific legal rights. You may have others, which vary from state/jurisdiction to state/
jurisdiction.

LIMITATION OF LIABILITY

Except for the warranties provided hereunder, to the maximum extent permitted by applicable law, in no
event shall SonicWALL or its suppliers/licensors be liable for any special, incidental, indirect, or conse-
quential damages for lost business profits, business interruption, loss of business information,) arising out
of the use of or inability to use the SOFTWARE PRODUCT or the provision of or failure to provide sup-
port services, even if SonicWALL has been advised of the possibility of such damages. In any case,





SonicWALL's entire liability under any provision of this SLA shall be limited to the amount actually paid
by you for the SOFTWARE PRODUCT; provided, however, if you have entered into a SonicWALL sup-
port services agreement, SonicWALL's entire liability regarding support services shall be governed by the
terms of that agreement. Because some states and jurisdiction do not allow the exclusion or limitation of
liability, the above limitation may not apply to you.

Manufacturer is SonicWALL, Inc. with headquarters located at 1143 Borregas Avenue, Sunnyvale, CA
94089, USA.





CONTENTS

Preface About this Book 1
F 0L 1= oo 12

Related PubliCations ...euuuiiccseserimssmsssrmssssmsss s ssssss s s ssssssnsssnsnns 12

Document Organization ...uuuusesssssssssserssssssssssmssssssssmsssssseesenas 12

Document CONVENTIONS wuuvirvssnrrrrmssssssermsssssssssmssssssssmnssssnnsnnnns 12

Visual CoNVENtIONS ..eeiuiiissemsrsnssssmsmsssssmmssssssssmmsssssssmmsssssssmsnes 13

LD 0] 4 177=T o g 13

X (o 110 =L =] o 14

Chapter 1 Introducing SonicWALL ViewPoint 15
Key Features & BenefitS wuumrmmimmrrmrmnsssrsrmnssssseemsssssssnsssees e 16

Chapter 2 Installing SonicWALL ViewPoint 19
System RequiremMentS...ccooeremnissmsmnnsmms s ssmss s e s smssees 20
T3 2= = U1 T o 20
Registering VIieWPOINt...uii e missssssr s s s sssnsssses e 25

Creating a mysonicwall.com ACCOUNt ...eurrussssmmrmnssssmmrsmssssnnnens 25

Registering a SONICWALL APPlIanCe .uuueeeeerrmsssmsesrmssnnmessssssnns 25

Activating Your ViewPoint SOffWare .....cccccerrmssmsssrmssnmmsennnnnns 26

Enabling the ViewPoint LiCENSE ....cccvvvcrmsmmremrerne e snninnseenees 27

Chapter 3 Configuring ViewPoint 29
Logging INto VIEWPOINt weeverrirmiiisisssssmsmmrsmrerns s ressssssssmmssms s e s sesnnsas 30
Configuring a SonicWALL Appliance for ViewPoint ....ccceeeusceeees 31
Configuring Access to a SonicWALL ApplianCe...ccuuusemrrmnssnnnens 33

Adding a SonicWALL Appliance to ViewPoint ....ccccuuissmrrmnsssenaens 35

Viewing and Updating SonicWALL Information ........uceccermnsseneens 37

Deleting a SonicWALL Appliance from ViewPoint ......cccuuuueeeenns 38

Modifying Settings for a SonicWALL AppliancCe ...cuuuueeersssseerennns 39

Changing Your ViewPoint Login Password........ceerusssemrsmnsssnneens 40
Configuring ViewPoint SettingsS...uuerrninmsrmnnsssmsmnnssmmsssnssseneens a1

Viewing and Managing ViewPoint LOgS ....cceueermmrermrmmmmnssssssasennees 42





8

Managing ViewPoiNt SESSIONS ..uiuiivismrrrrmsssmrmrmssssmsssssssnsnsssssssanes 43

Configuring E-mail and Alert Settings .uceeermssmrrrrmssnmrermsssanes 44
Summarizer SetiNGS wuuuerrermsremrrrrssssr e rssssr s ssss e snaes 46
General Report SettiNgS.uueerermssmsrermssnnssrmsssnmsssssssssssssssssnnes 46
Configuring Log Viewer Settings cuueeurssmrermsssnsrsrmssnnsssrssssanes 47
Configuring Email/Archive Settings ....usrerrmnnsseermnsssseenennns 48

PN o [T = TR 7= Y o= . 50
Chapter 4 Scheduling ViewPoint Reporting 51
Scheduling a Daily RepOrt .. errmussmsermssssser s mnsssseesssssssesssnnas 52
Scheduling a Weekly or Monthly Report .....ucccereermssesmsssmsssanes 53
Chapter 5 Viewing Reports 55
Viewing Bandwidth Reports.....cuucveemmemmrmrmrmin s n s ene s 55
Viewing the Bandwidth Summary Report.....cccuuuurermnsssseerennnas 56
Monitoring Bandwidth Usage in Real Time .....cuuvevviissiesemnenenns 58
Viewing the Top Users of Bandwidth ......cccceeeemusssseeemssssseenennnns 60
Viewing Bandwidth Usage Over TiMe ..uuuuurerrmussssermsssssneessans 62
Viewing the Top Users of Bandwidth Over Time .....ccuueueeeernns 63
Viewing Service Usage RepOrts c.uerruussrermsssssssrrmssssssssmsssssssssnnns 65
Monitoring Service Usage in Real TIMe ..uuuvvmreermssmnmrermsssanes 66
Viewing the Services Summary Report....cceerusssreemssssseeeennns 67
Viewing Web Usage Reports.....ccvceememremrmrminmnsssssmseemsensrensmnsssnsses 68
Viewing the Web Usage Summary Report....ccuuuurermisssseerennnns 69
Viewing the TOP SHES wuuurrrriissrrrrmssssnrer s mssssssesssssnsssenas 70
Viewing the Top Users of HTTP Bandwidth ......cccceeeisiueeeennns 72
Viewing HTTP Bandwidth Usage by USer....ccccceerermermnrnssnnnes 75
Viewing Bandwidth Usage Over TiMe ..uuuvrerrmnssssermssssseeesnanas 76
Viewing Top Sites OVEr TiME ..uuirruvsmrermssssssersmssssssesmssssssssssnns 77
Viewing Top Users OVer TiMe cuuuuusurermsssssssrsmssssssssmssssssssssnas 79
Viewing Bandwidth Usage By User Over Time .....ceuunaeerennnas 82
Viewing Web Filter Reports .....cuvcvsemmemmemmmrminmnsssssmssemsen e s s 84
Viewing the Web Filter Summary Report c...ceeuvuereemssssseerennnns 84
Viewing the Web Filter Top Sites Report.....ccccusuurermssssseerennnns 86
Viewing the Top Users that Try to Access Blocked Sites ....... 88
Viewing the Top Blocked Sites for Each User ....cccceuiiueerenans 91
Viewing Blocked Site Attempts Over TiMe cuvvruveurermsssseerennnas 93
Viewing the Top Blocked Site Attempts Over Time ..uuvvueeeeranes 94
Viewing the Top Blocked Site Users Over Time .....cceerusseneenns 96
Viewing the Top Blocked Sites for Each User Over Time....... 99

SonicWALL ViewPoint User Guide





Viewing File Transfer Protocol Reports.......ceuceeeriieeniinenniennns 101

Viewing the FTP Summary Report ....cccceermsssmmrrsmssnmssssmssanns 101
Viewing the Top Users of FTP Bandwidth.....ccccovviisemersrrsianas 103
Viewing FTP Bandwidth Usage Over TiMe...ccccrrrvsemrerrrssanns 106
Viewing the Top Users of FTP Bandwidth Over Time.......... 107
Viewing Mail Usage ReportS...uererrmmsmsrsrmsssmssrssssnnsssssssanas 110
Viewing the Mail Usage Summary Report ...ccccerirvsemererissanns 110
Viewing the Top Users of Mail Bandwidth......cccevresemreerriianas 112
Viewing Mail Usage OVer TiIMe..uuuureermussssreremsssssssrmsssssersnnas 115
Viewing the Top Users of Mail Bandwidth Over Time.......... 116
Viewing VPN Usage Repors ....eeiumrrrrimsiisssmmsmmssmrermnssssssssnseneens 119
Viewing the VPN Usage Summary Report ...ccccvvrvvemrrrrrssanns 119
Viewing the Top VPN USers...nniissssmmsemreersrmn s nnsssssnsensens 121
Viewing VPN Usage Over TiMe .uccuiumrerrmsssmssrsmssnssssssssanns 124
Viewing the Top VPN Users Over TiMe cuuuuvmrerrmssnmsesssssanas 125
Viewing Attack Repors .uuuveeeeemrmrrsrmn s e e sssnsmneees 128
Viewing the Attack Summary Report .ccceevrccsmserrmssnmsnssmssanas 128
Viewing the Attacks by Category .cuuumrrrrmsssssrrrmssnnsssssssanns 130
Viewing the Attacks by SOUICe ..uuvumrermissmrerrmssssnsermnsssseeennnns 132
Viewing the Errors and Exceptions Report....cccvecveuemreerernnen 134
Viewing Attack Reports Over TiMe .uuuereermsssnmssrssssnmsssssssanns 136
Viewing Errors OVer TIMe usssrrmsssssssssssnssssssssnssssssssanas 138
Categories OVer TiMe .uuuueerrermssssrsrsmsssssssmsssssssssssssssssssanns 140
Sources OVEr TIME ouuuucsmmrrsssssmmmssnssssmmsssssssmmmsssssssmmsssssssmmsnes 142
Viewing Authentication Reports .....uuevuviiisssemsemmemrermncmesssssnsennees 144
Viewing the User Login Report ....cuuvverssmmmemremrsrmnsmnnssssnsennens 144
Viewing the Administrator Login Report ....ueeverveiiiiiienennees 146
Viewing the Failed Login Report.....cccccerrermnirnsssssmsemsemsennnens 147
RV AT o T 1 =0 o T 149
Technical TIPS .uucvesseerereerrrmnrmnsssssnsnmnsmrer e snss s ms e ee s eesnsssas 151
Viewing the ViewPoint Database Port Number.......cccevernnn 151
Changing the ViewPoint Web Server Port Number ............. 151
Changing the ViewPoint Server IP Address ...c.coveemnnsseeeens 152
Changing the Default Syslog Server Port Number .............. 152
The SonicWALL ViewPoint LOg FileS ..ccuriiiivmsrrrmssnmsesrmssanns 152
Encrypting the sgmsConfig.xml File ...cuvuueerrmissumememnnssseeennns 153
Resetting the Admin Password....ccccceruusnssssmssmrsmrsrmnernssnssns 153
Copying and Pasting into the ViewPoint User Interface ...... 153
Configuring Secure (HTTPS) ACCESS .iiirrirnirissinsmmmmrnmnnrnnens 154

Creating a Secure WeDSIte ....ccccvermmmrmrnrinr s cescacmsmme e 155





10

Securely Accessing SonicWALL ViewPoint ......cccceceecmemenens 156

B I (0] 1= 2] g o T} (1o T 159

Installation Failure .....cveeceveeiierceesssssresmcessssesmsesssssssssmnnssnnes 159
Viewpoint Cannot Install SQLAgent Service ....coovuusemrmnssssnmrenns 160
ViewPoint Cannot Connect to the MSDE Database ........cee..... 161
ViewPoint Cannot Locate the MSDE Database ....cc..ccceeveeemunnnns 161

ViewPoint Cannot Install Due to an Unexpected Signal Error...162

SonicWALL ViewPoint User Guide





PREFACE

About this Book

Welcome to the SonicWALL ViewPoint User’s Guide. This guide provides the information you need
to successfully install, configure, and administer the SonicWALL ViewPoint application.

This document provides detailed instructions on how to configure your main and remote Son-
icWALL firewall/VPN appliances to send syslog data to ViewPoint. Once the syslog data is received
and stored in the ViewPoint database, you can log into ViewPoint and view firewall activity reports
such as Top Users Bandwidth, Summary Bandwidth, and Dropped Packets, to understand and con-
trol overall Internet usage and network activity.

The document also provides information about generating and viewing default and customized
report types. The document describes the different types of ViewPoint reports in detail, and indicates
whether the report can be generated for an individual appliance or a group of appliances.
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Audience

The audience for this manual is network administrators who are concerned with Internet activity, network
threats, inappropriate Web use, employee productivity, and bandwidth utilization. ViewPoint gives net-
work administrators a highly sophisticated, economical reporting tool that allows them to easily monitor
network access and Internet usage, enhance security, assess risks, understand more about employee Inter-
net use and productivity, and anticipate future bandwidth needs.

Related Publications

For additional information about ViewPoint, consult the following:

e SonicWALL ViewPoint Data Sheet

Document Organization

This document is organized as follows:

Chapter 1 “Introducing SonicWALL ViewPoint”
Chapter 2 “Installing SonicWALL ViewPoint”
Chapter 3 “Configuring ViewPoint”

Chapter 4 “Viewing Reports”

Appendix A “Technical Tips”

Appendix B “ViewPoint Reports”

Document Conventions

This guide uses a variety of formats to highlight specific types of information.

Special Message Conventions
Special message conventions refer to noteworthy information, and include a symbol for quick identifica-

tion:

Note: Identifies information of importance or special interest.
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Visual Conventions

Visual conventions refer to specific types of information, formatted in a particular manner:

courier Identifies syntax statements, URLS, and path, file, drive, directory,
database, or table names.

<courier> Identifies variable names.
courier bold Identifies text you must type to complete a procedure.
italics Identifies document and chapter titles, special words used for the

first time, and email addresses.

Initial Caps Identifies window, menu, dialog, command, button, option, tab,
keyboard, and product-specific names.

ALL CAPS Identifies acronyms and abbreviations.

Text Conventions

Text conventions refer to one- or two-word instructions.

Select Directs you to either highlight text, or position the mouse over a
cell, menu option, radio button, checkbox, or similar item.

Click Directs you to position the mouse cursor over an on-screen object,
then press and quickly release the primary mouse button (typically
the left button).

Double-click Directs you to position the mouse cursor over an on-screen object,
then quickly press and release the primary mouse button two times
in rapid succession.

Secondary-click Directs you to position the mouse cursor over an on-screen object,
then press and quickly release the mouse button that is not your
primary mouse button (typically the right button).

Drag Directs you to position the mouse cursor over an on-screen object,
then press and hold down the primary mouse button. While still
pressing the primary mouse button, move the mouse cursor to the
position where you want to move the selected object. Release the
mouse button.

Press Directs you to press and hold down a keyboard key.
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Additional Help

For additional information or assistance, contact:

Phone 1.888.777.1476 (North America), +408.752.7819, (within California)

Internet  http://www.sonicwall.com/support/index.html
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CHAPTER 1

Introducing SonicWALL ViewPoint

As a Web-based graphical reporting tool, ViewPoint provides unprecedented security awareness and
control over your network environment through detailed and comprehensive reports of your network
and firewall activities. ViewPoint's broad reporting capabilities allow administrators to easily moni-
tor network access and Internet usage, enhance security, assess risks, understand more about
employee Internet use and productivity, and anticipate future bandwidth needs.

ViewPoint creates dynamic, real-time and historical network summaries, providing a flexible, 360°
view of network events and activities. Reports are based on "syslog" data streams received from
each SonicWALL appliance through wired LAN, wireless LAN, WAN or VPN tunnel. With View-
Point, your organization can generate individual or aggregate reports about virtually any aspect of
appliance activity, including individual user or group usage patterns, events on specific appliances
or groups of appliances, types and times of attacks, resource consumption and constraints, and more.
An integral part of any deployment, ViewPoint delivers the comprehensive view of network and
firewall activities your organization needs to enhance security and manage critical resources today
and tomorrow.
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Figure 1: ViewPoint Architecture
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Key Features & Benefits

Ease-of-Use—ViewPoint features an easy-to-follow Installation Wizard to quickly install the product.
ViewPoint includes an integrated Web server, syslog server, scheduling and summarization engines, and
embedded database for fast, one-step installation.

Web-based User Interface—All reporting functions are performed from ViewPoint's intuitive Web User
Interface, simplifying deployment and access from a local or remote system using a Web browser appli-

cation. ViewPoint also allows multiple users to log into the application as the same admin user, allowing
greater flexibility in administration.

Comprehensive Set of Graphical Reports—ViewPoint offers a comprehensive set of graphical reports
including firewall attacks, bandwidth usage, Web site visits, user activity, and more, allowing organiza-
tions to be aware of suspicious activity and to ensure high employee productivity.

On-Demand Reporting—ViewPoint provides immediate reporting functionality for users requiring
quick results, saving time and administration overhead.

Aggregate Reports—Supports multiple firewalls, allowing organizations with more than one firewall to
view aggregate reports of their firewall activities from a single application to better understand their
Internet bandwidth usage and plan for future capacity needs.

Reports of Custom Services - ViewPoint generates Summary and Monitor reports for custom-defined
services, offering users insight into the activities of their specific applications.
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Automated Report Scheduling - ViewPoint provides support for automatic e-mailing and archiving
daily/weekly/monthly reports at scheduled intervals, allowing you to share the data with your colleagues
and management team, and to store it for future use.

Flexible Number of Top Users and Sites - ViewPoint provides the flexibility to view reports for a large
range of top sites, top users, and top sites per user, including 5, 10, 20, 50, and 100.

Reporting Based on User Accounts - ViewPoint provides support for reports based on individual user
names instead of the IP address or hostname of their systems, revealing how the company employees are
using the Internet.

Content Filtering Service (CFS) Category Reporting - ViewPoint creates categorized reports on the
active users and the filtered web sites that they have attempted to visit. ViewPoint provides list of CFS
categories, including CFS Premium categories, in all the Web Filter Top User and Top Site reports.

Bandwidth Report per Interface - ViewPoint provides reports on incoming versus outgoing traffic per
firewall interface so that you can understand how your bandwidth is being used. You can now see the on-
demand Bandwidth Summary usage through interfaces, selecting source and destination interfaces and
for uni- and bi-directional traffic.

Log Viewer - ViewPoint provides users with the ability to search the database for a specific firewall
activity type.
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CHAPTER 2

Installing SonicWALL ViewPoint

This chapter describes how to install SonicWALL ViewPoint.

To install ViewPoint, complete the following procedures:

¢ Review the installation requirements. See “System Requirements” on page 20.

e Install ViewPoint, see “Installation” on page 20.

e Register ViewPoint, see “Registering ViewPoint” on page 25.
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System Requirements

In order to install and run ViewPoint, you must be logged in as an administrator with full administrator
access rights. The ViewPoint server must meet the following requirements:

Windows 2000 Server, Windows 2000 Professional, Windows XP Professional, or Windows 2003.
Pentium III or IV with a 1.4 GHz or faster processor.

Minimum 512 MB RAM.

At least 20 GB of free disk space.

A hostname of 20 characters or less.

The ViewPoint system must be connected to the network.

ViewPoint cannot be installed in a folder that has an embedded blank space. For example, “Program
Files.”

ViewPoint requires a consistent destination IP address for communication with a SonicWALL. When
communicating with a SonicWALL on the WAN management interface, the unit must have a static
WAN IP address. If ViewPoint is communicating with a SonicWALL on the static LAN IP address,
then the WAN interface can be dynamic or static.

Local and remote browser access: Microsoft Internet Explorer 5.5 or later.

Support for Java Plug-in JRE 1.4.1

Installation

Note: If you are upgrading a previously installed version of ViewPoint, we strongly recommend that you
back up your entire ViewPoint folder as well as the sgmsConfig.xml file, before proceeding with Phase 1
of the installation.

20

When you are ready to install ViewPoint, follow these steps:

1. Log on to the computer as administrator.

Note: You must have full administrator access rights to install this application.

2. Locate the ViewPoint install file on the network. Double-click the VPS.exe. The Introduction screen

opens.
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Figure 2: Introduction Screen

‘5] SonicWALL ViewPoint 2.5 1 i 53

InstallAmpwhere will quide you through the installation of SonicWwALL
WiewPoint 2.5. Use the "Next’ button to proceed to the next screen. If
wou wwant to change something in a previous screen, click the
"Previous" button. You may guit the installer at any time by clicking the
"Cancel" button

Cancel Previous:

3. Click Next. The License Agreement screen opens.

Figure 3: License Agreement
o]

Installation and Use of SonicWALL ViewPoint 2.5 Requires
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This Software License Agreement (SLR) is a legal
agreement between you and SonicWALL, Inc.

(SonicVALL) for the SonicWALL software product
identified above, which includes computer software
and eny and all associated media, printed

naterials, and online or electronic documentation
(SOFTWARE PRODUCT). By opening the sealed

package(s), installing, or otherwise using the =l

(G liganze Fgresment

7 1 do HOT aceept the temms of the License Agresment

Cancel Previous

4. Select from the following:
e To accept the terms of the license agreement, select I accept the terms of the License Agree-
ment and click Next. The Choose Install Folder screen opens.

To not accept the terms, select I do NOT accept the terms of the License Agreement and click
Next. The SonicWALL ViewPoint installation program closes and the product does not install,
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Figure 4: Choose Install Folder
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5. To accept the default location, click Next. To select a different location, click Choose and select a
folder. Click Next.

Note: Figures 4 and 5 do not appear during an upgrade installation. The Upgrade screen appears.
The Settings screen opens.

Figure 5: Settings Screen
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Do the following:

¢ Enter the IP address or host name of the Simple Mail Transfer Protocol (SMTP) server in the
SMTP Server Address field.

« Enter the number of the web server port in the Web Server Port field (default: 80).

e Enter the e-mail addresses of administrators who will receive e-mail notifications from View-
Point.
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« Enter and confirm the database password in the Database Password and Confirm Password
fields.

e To validate the entries on this page, select the Validate fields on this screen check box.

Click Install. The installation program begins copying ViewPoint files and installing the MSDE data-
base.

Figure 6: Phase 2 Installer
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6. Click Next. Phase 2 of the installation begins.
Figure 7: Database Settings
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7. Click OK.

Note: The database name “sa” cannot be changed.
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Figure 8: Database Setup Progress Indicator
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The installation program begins installing the database components. When it is finished, the Install
Complete screen opens.

Figure 9: Installation Complete
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8. Click OK. Installation is complete.
9. Restart the server.
10.Ensure the following ViewPoint services are running on your system:

e SNWL ViewPoint Summarizer

e SNWL ViewPoint Scheduler

e SNWL ViewPoint Syslog

e SNWL ViewPoint Web Server

e MSSQL$SNWL (MSDE database)
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Registering ViewPoint
To register ViewPoint, follow these steps:

¢ Create a mysonicwall.com account—see “Creating a mysonicwall.com Account” on page 25.
e Register the SonicWALL appliance—see “Registering a SonicWALL Appliance” on page 25.
e Activate the ViewPoint Software—see “Activating Your ViewPoint Software” on page 26.

e Enable the ViewPoint license on the SonicWALL appliance—see “Enabling the ViewPoint License”
on page 27.

Creating a mysonicwall.com Account

If you do not already have a mysonicwall.com account, open a web browser and navigate to the following
Web site:

http://www.mysonicwall.com

Follow the on-screen prompts to create a user account.

Registering a SonicWALL Appliance

To register a SonicWALL appliance, follow these steps:
1. Log on to your mysonicwall.com account.

2. Click My Products. The SonicWALL Product Registration page opens.

COMPREHENSIVE HOME | NEWS | FINO A RESELLER | CONTACT US
INTERNET SECURITY SOLUTIONS

[ovoee wsron | viw v J ocour

MY PRODUCTS

Manage or register new products.

REGISTERED PRODUCTS

To view associated Service Details or buy New Services, click on the Product
Name

NAME ™.~ SERTAL NUMBER REG. CODE
1. Seattle Firewall 0040100f88d1 10640668

ADD NEW PRODUCT

Flease enter the serial number of the new product to be registered. You may also
specify a "Friendly Name" for the product.

12 digit number on bottom of unit.
Serial Number:

(Ex. XXXX-XXXX) This is required for the SOHO TZW Products.
Authentication Code: - What ie this?

(Ex. San lose Branch Office) May be up to 30 characters.
Friendly Name: ‘

[

3. Enter your SonicWALL Appliance serial number in the Serial Number field.
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4. If you are registering a SonicWALL SOHO TZW, enter the authentication code in the Authentica-
tion Code field.

5. Enter a descriptive name for the SonicWALL appliance in the Friendly Name field.

6. Click Register. The mysonicwall.com website registers the SonicWALL appliance.

Activating Your ViewPoint Software

Note: ViewPoint activation is not necessary for the following appliances:
e SonicWALL Pro 300

e SonicWALL Pro 330

o SonicWALL GX

ViewPoint activation for these appliances occurs during registration. When the appliances are registered,
ViewPoint is enabled by default. Use the procedure described below for all other SonicWALL appliances.

To activate your ViewPoint software, follow these steps:
1. Log on to your mysonicwall.com account.

2. Click the label of the newly registered SonicWALL appliance. The Service Management page
opens.

Figure 10: Service Management

COMPREHENSIVE HOME]NEWS | FIND A RESELLER | CONTACT.US

SOHICWAU. > INTERNET SECURITY SOLUTIONS
! Loaged in: bautz2

SERVICE MANAGEMENT

Serial Number: 0040100f88d1 Node Support: 10
Registration Code: 10640668 Product: SOHO2/10
Authencation Code: Not Applicable Platform: TOSHIBA
Trusted: No

You can manage this product by clicking the appropriate button:

MANAGE PRODUCT

BHREA~ILT
Seattle Frewal oo )
APPLICABLE SERVICES _
BFE~LT
Service Name Status Expiry/Key
- Content Filter 28 Feb 2001
VEN Uparade sive-nary-got->-roll
VPN Client Upgrade
Node Upgrade

Premium Support

Extended Warranty

29 Jan 2002
. Authentication Service - -

> e [ W e e

[

3. Locate the ViewPoint service and click its Activate button. The Activate Service dialog box opens.

4. Enter the ViewPoint Activation Key in the Activation Key field. The ViewPoint Activation Key is
printed on the ViewPoint Software License Certificate shipped with the ViewPoint package.

5. Click Submit. After the Activation Key is registered, a ViewPoint License Key opens.
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Note: ViewPoint opens as an active licensed product under the SonicWALL appliance in your myson-
icwall.com account.

Enabling the ViewPoint License

To enable the ViewPoint license, follow these steps:
If the SonicWALL appliance is running firmware 6.3.1.4 or greater, follow these steps:

1. Log into the SonicWALL appliance.

2. Click Log and click ViewPoint. The ViewPoint page opens.
3. Enter the ViewPoint License Key provided by mysonicwall.com in the Enter upgrade key field.
4. Click Upgrade.
5. Restart the SonicWALL appliance for the change to take effect.
If the SonicWALL appliance is running SonicOS 1.0 or greater, follow these steps:
. Log into the SonicWALL appliance.
. Click Log, and then ViewPoint. The ViewPoint page opens.

. Click Apply.

1
2
3. Enter the ViewPoint License Key collected from mysonicwall.com into the Enter upgrade key field.
4
5. Restart the SonicWALL appliance for the change to take effect.

Note: Activating your ViewPoint license can also be performed from the SonicWALL management
interface using the Licenses page.
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CHAPTER 3

Configuring ViewPoint

This chapter explains how to configure SonicWALL ViewPoint. Select from the following:

e To begin the configuration process, see “Logging Into ViewPoint” on page 30.
e To configure a SonicWALL appliance for ViewPoint, see “Logging Into ViewPoint” on page 30.
¢ To configure access settings, see “Configuring Access to a SonicWALL Appliance” on page 33.

e To add a SonicWALL appliance to ViewPoint, see “Adding a SonicWALL Appliance to
ViewPoint” on page 35.

e To delete a SonicWALL appliance from ViewPoint, see “Deleting a SonicWALL Appliance
from ViewPoint” on page 38.

¢ To modify a SonicWALL appliance’s settings, see “Modifying Settings for a SonicWALL
Appliance” on page 39.
e To change the ViewPoint password, see “Changing Your ViewPoint Login Password” on
page 40.
¢ To configure ViewPoint settings, see “Configuring ViewPoint Settings” on page 41.
¢ To view and manage ViewPoint logs, see “Viewing and Managing ViewPoint Logs” on page 42.
¢ To manage ViewPoint sessions, see “Managing ViewPoint Sessions” on page 43.

e To configure reporting settings, see “Summarizer Settings” on page 46.
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Logging Into ViewPoint
To start and log into ViewPoint:

1. If you are logging in locally, double-click the ViewPoint icon on your desktop.
If you are logging in from a remote location, open a web browser and enter
http://viewpoint_ipaddress/sgms/login
or

http://viewpoint_ipaddress.
where viewpoint_ipaddress is the IP address or hostname of the ViewPoint server.

2. The ViewPoint login page opens.

Pleasc log In

User IL: acdni-

Pascword: sssssses

@) Submir

SONICWALL SonicWALL ViewPoint

] Do

3. Enter the ViewPoint user ID (admin) and password (password).

4. When you enter the password, an authenticated management session begins. The session times out
after 5 minutes of inactivity.

5. Click Submit. ViewPoint opens.

6. If you are prompted to install the Java Plug-in 1.4.1 application from Sun, click Yes and follow the
on-screen instructions to install the Java Plug-in application.

7. To logout, click Logout in the ViewPoint user interface (UI).
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Note: For security reasons, we recommend changing the default password for the admin user
immediately after your first ViewPoint session begins. A password cannot exceed a length of 32
characters, and cannot contain special characters (e.g., # +, % &) nor embedded spaces.

Configuring a SonicWALL Appliance for ViewPoint
The following instructions explain how to configure a SonicWALL appliance to send data to ViewPoint.
If the SonicWALL is running firmware version 6.3.1.4, or greater, follow these steps:
1. Log into the SonicWALL appliance.
2. Click Log and then click Log Settings. The Log Settings page is displayed.

View Log Log Settngs Reports ViewPoint™
General
Log Sending the Log
Filter Mail Server (ame or TP Address)
Tools Send log to, (E-Mail Address)
— Send alerts to (E-Mail Address)
Al Firewall Name 004010177674 (Mame)
Email Log Now Clear Log Now
DHCP
VPN
i Syslog Servers
= Name or IP Address: _ Port Number.
Add Syslog Server: [ [514
High Availability
10.0.202.66, 514
Delste Syslog Server

Automation

Send Log[WhenFuiz]  Whenlog overflows
& Overwrite log
Every[Sun -
© Deactivate SonicWALL
w00
Syslog Individual Event Rate [0 (secondsfevent)

Syslog Format [Default =

Logout STATUS: Ready

& Done [ @ iemet /

3. Enter the IP address or hostname and port number (default port number: 514) of the ViewPoint server
in the Add Syslog Server fields.

Note: For firmware 6.3.1.4, the fields are Syslog Server 1 and Syslog Server Port 1.
4. Enter 0 in the Syslog Individual Event Rate field.

Note: You can use the Syslog Individual Event Rate field to reduce the number of repetitive events logged
by ViewPoint. Exercise caution when setting this value—entering a value greater than 0 excludes events
from the log.

5. Select Default from the Syslog Format list box.

6. To ensure accurate and complete reporting, make sure that every event category in the Categories
area is selected except for Network Debug.

7. When you are finished, click Update.
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Note: ViewPoint expects the syslog data in UTC format. Make sure the Display UTC in logs check box on

the General/Time screen for the SonicWALL appliance is selected.

If the SonicWALL appliance is running SonicOS version 1.0 or greater, follow these steps:

1. Log into the SonicWALL appliance.

2. Click Log and then click Automation. The Automation page opens.

File Edit View Favorites Tools Help o
Q@ - O ﬂ E" ., P ) Search :\ Favorites (@Y Meda ) = ]
Address (] http:/f10.50.164.65/management html v| B
~
L0 (2] Help
SONICWALL>
View Log Log Setiings Reports. ViewPoint™
General
Log Sending the Log
Filter Mail Server (Name or IP Address)
Tools Send log to (E-Mail Address)
Access Send alerts to (E-Mail Address)
Advanced Firewall Name 0040100F88D1 (Name)
Email Log Now ][ Clear Log Now ]
DHCP
VPN
Anti-Virus Syslog Servers
High Availability Name or IP Address:  Port Number:
Add Syslog Server: 514
v
Logout STATUS: Ready

. Enter 0 in the Syslog Individual Event Rate field.

Note: You can use the Syslog Individual Event Rate field to reduce the number of repetitive events
logged by ViewPoint. Exercise caution when setting this value—entering a value greater than 0
excludes events from the log.

. Select Default from Syslog Format.
5. Click Add in the Server Name section and enter the IP address or hostname and port (default: 514)

of the ViewPoint server in the Add Syslog Server fields. Then, click Apply.

. To ensure accurate and complete reporting, click Categories and make sure that every event category

in the Log Categories area is selected except for Network Debug.

. When you are finished, click Apply.

Note: ViewPoint expects the syslog data to come from a SonicWALL appliance in UTC format.
Therefore, it is important that Display UTC in logs on the System>Time page in the SonicWALL
appliance is selected.
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Configuring Access to a SonicWALL Appliance

For reporting, your SonicWALL appliance must be added to the ViewPoint UI. To function properly,
ViewPoint must be able to access, log into, and authenticate the ViewPoint license on the SonicWALL
appliance. To accomplish this, ViewPoint can access the SonicWALL appliance from the LAN, WLAN,
WAN, or over a VPN tunnel using HTTPS or HTTP.

e LAN interface—If the ViewPoint server is located on the same network as the SonicWALL
appliance's LAN interface, ViewPoint can log into the SonicWALL appliance using HTTP or
HTTPS. By default, both HTTP and HTTPS are enabled in your SonicWALL appliance. In this
configuration, syslog traffic is sent to ViewPoint unencrypted.

e VPN tunnel—If the ViewPoint server is located behind a VPN/firewall device, and if there is a VPN
tunnel between your SonicWALL appliance and the firewall, ViewPoint can access your SonicWALL
appliance using HTTPS or HTTP over the VPN tunnel. In this configuration, syslog traffic is sent to
ViewPoint encrypted.

e WAN interface—If the ViewPoint server is located on the WAN side of your SonicWALL appliance,
the SonicWALL appliance can be configured to allow ViewPoint to access it using HTTPS. In this
configuration, syslog traffic is sent to the ViewPoint server unencrypted.

Note: If you use the WAN interface HTTPS option, the WAN IP address must be static. If the WAN IP
address is dynamic, use the VPN tunnel option instead.

To enable WAN access using HTTPS:
1. Log into the SonicWALL appliance.

2. Expand the Access list, and click Rules. The Rules page opens.

GiFavotes Ghede F|E- G EHA-EHR Y

]
cogle &Rl Paadse @) ReaPlayer &]Windows Media &]Windows

Current Network Access Rules

Priority /  Action  Service Source  Destination Time Day Enable

1 Allow HTTPS Management LAN  192.168.168.11 (LAN) N |
2 Allow HTTP Management  LAN  192.168.168.11 (LAN) [ |
3 Allow  HTTPS Management WAN  192.168.168.11 (LAN) N |
4 Allow AV = 192.168.168.11 (LAN) [ |
5 Allow  Any DMZ  WAN v |
€ Deny Any WAN DMZ A |
7 Allow  Any LAN v |
8 Deny Any = LAN v |

Add New Rule, Restore Rules to Defaults

Logout STATUS: Ready

&l [ @ iemet 7|
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3. Click Add New Rule. The Add Network Access Rule dialog box opens.

-2 Add Rule - Microsoft Internet: Explorer E”E‘El

Add Network Access Rule

Action: Allow

Service HTTP Management %

Interface Addr Range Begin ~ Addr Range End
Source ‘WAN V”’ H |
Destination Management Interface

Apply this rule  always ¥ i Jto] i |(24-Hour Format)

Sun ¥ |tg|Sun ¥
Inactivity Timeout in Mimites
Allow Fragmented Packets []

4. Create a rule that allows ViewPoint to access your SonicWALL appliance using HTTPS (HTTPS
Management service) from the WAN and click Update. The rule is added.

Note: The common name for the HTTPS Certificate must match the IP address or host name of the
WAN interface.

Note: If your ViewPoint server is behind a firewall, you need to ensure the syslog traffic can reach the
ViewPoint server. To do this, add the IP address of the firewall as the syslog server in your
SonicWALL appliance, and create a rule in the firewall to allow syslog traffic from your SonicWALL
appliance to the ViewPoint server.
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Adding a SonicWALL Appliance to ViewPoint

This section describes how to add a SonicWALL appliance to ViewPoint. To add a SonicWALL

appliance, follow these steps:

1. Start and log into ViewPoint. The Status page opens.
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2. Right-click MyReportsView in the left pane of ViewPoint and select Add Unit from the pop-up

menu. The Add Unit dialog box opens.

& Add Unit E3

SonicWALL Name: |PRO 3060

SonicWALL Login Name: |admin

SonicWALL Password: |""*‘*"‘*

SonicWALL IP: |192.168.168.21

SonicWALL HTTP Paort : |SD

Serial Humi :|DDDGB1020230

[_] Enahle HTTPS Management

[Java Applet Wwindow

3. Enter a descriptive name for your SonicWALL appliance in the SonicWALL Name field.

Note: Do not enter the single quote character (') in the SonicWALL Name field.
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. Enter the username used to access your SonicWALL appliance in the SonicWALL Login Name field

(default: admin).

Note: Do not enter a single quote () in the SonicWALL Login Name field.

. Enter the password used to access the SonicWALL appliance in the SonicWALL Password field.

Note: Your ViewPoint password cannot exceed 32 characters, nor contain special characters (# +, %
&) or embedded blank spaces.

. Enter the IP address used to access the SonicWALL appliance in the SonicWALL IP Address field.

Note: If ViewPoint is on the same LAN as the SonicWALL appliance or accesses it through a VPN
tunnel, enter the LAN IP address. If ViewPoint accesses the SonicWALL appliance from the WAN
interface, enter the static WAN IP address.

. If ViewPoint logs into the SonicWALL appliance using HTTP, deselect the Enable HTTPS

Management check box and enter the HTTP port number used to access your SonicWALL appliance
in the SonicWALL HTTP Port field (default: 80).

. If ViewPoint logs into the SonicWALL appliance using secure HTTP (HTTPS), enter the HTTPS port

number in the SonicWALL HTTPS Port field (default: 443).

. Enter the serial number of the SonicWALL appliance in the Serial Number field.

Note: You must enter a valid value in all parameter fields in the Add Unit dialog box to continue this
process.

10.Click OK. ViewPoint finds the SonicWALL appliance and validates its ViewPoint license.

Note: When this procedure is complete, the SonicWALL appliance opens in the left pane of ViewPoint
Ul under My Reports View. If any of the parameters is entered incorrectly, an Authentication Failure
message opens.
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Viewing and Updating SonicWALL Information
To view the status of a SonicWALL appliance, follow these steps:

1. Start and log into ViewPoint. The Status page opens.

cr usulL el Expluores

L SonicWALL ViewPoint

The page displays the SonicWALL model, serial number, firmware version, IP address, time zone,
ViewPoint licensing information, and the Syslog IP address configured on the SonicWALL.

2. This information is automatically updated every 24 hours. However, you can update the data at any
time. To update this information, click Synchronize Firewall Info Now.
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Deleting a SonicWALL Appliance from ViewPoint

To delete a SonicWALL appliance from ViewPoint, follow these steps:

1. Start and log into ViewPoint. The Status page opens.
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2. Select a unit under MyReportsView.
3. Right-click the unit and select Delete from the pop-up menu. You are prompted to confirm the
deletion.

4. Click Yes. The SonicWALL appliance is removed from the left pane of the ViewPoint Ul The
SonicWALL data is not deleted from the ViewPoint database.
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Modifying Settings for a SonicWALL Appliance

To change the settings of a SonicWALL appliance, whether you are changing the IP address, password, or
other settings, follow these steps:

1. Start and log into ViewPoint. The Status page opens.
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2. Select a unit in the left pane of the ViewPoint UI under MyReportsView.

3. Right-click on the unit and select Modify Unit from the pop-up menu. The Modify Unit dialog box
opens.
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4. Make changes to any of the fields.When you are finished, click OK. After ViewPoint finds the
SonicWALL appliance and validates its ViewPoint license, the SonicWALL re-appears in the left
pane under MyReports View, and the ViewPoint database is modified.
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Note: Do not enter the single quote character () in the SonicWALL Name field.

Note: Your ViewPoint password cannot exceed 32 characters, nor contain special characters (# +, %
&) or embedded blank spaces.

Note: If the ViewPoint server is on the same network as the SonicWALL appliance LAN interface or if
the ViewPoint server needs to access the SonicWALL appliance through a VPN tunnel, enter the LAN
IP address of the SonicWALL appliance in the IP Address field. If the ViewPoint server accesses the
SonicWALL appliance from the WAN, enter the WAN IP address of the SonicWALL appliance in the
IP Address field. The WAN IP address must be static.

Note: The serial number cannot be changed in the Modify Unit dialog box. To change this value, see
the instructions “Modifying the Serial Number of an Appliance” on page 137.

Changing Your ViewPoint Login Password

40

To modify the configuration settings for ViewPoint, follow these steps.

1. Start and log into ViewPoint.

2. Click the Console Panel tab at the bottom of ViewPoint .

3. Expand the Settings tree and click User Settings. The User Settings page opens.
Figure 11: User Settings

SonicWALL ViewPoint

4. Enter the current ViewPoint password in the Old ViewPoint Password field.

5. Enter the new ViewPoint password in the New ViewPoint Password field.

SonicWALL ViewPoint User Guide





6. Reenter the new ViewPoint password in the Confirm ViewPoint Password field.

7. ViewPoint Inactivity Timeout specifies how long ViewPoint waits before logging out an inactive
user. To prevent someone from accessing ViewPoint while you are away from your desk, enter an
appropriate value in the ViewPoint Inactivity Timeout field (the default is 5 minutes).

Note: This field can be set to a maximum of 32767 minutes.

8. When you are finished, click Update. The password is changed. To clear all screen settings and start
over, click Reset.

Note: The ViewPoint password cannot exceed 32 characters, nor contain special characters (# +, %
&) or embedded blank spaces.

Configuring ViewPoint Settings
To modify the configuration settings for ViewPoint, follow these steps:
1. Start and log into ViewPoint.
2. Click the Console Panel tab at the bottom of the ViewPoint UL
3. Expand the Settings button and click ViewPoint Settings. The ViewPoint Settings page opens.

B SonicWALL ViewPuinl - MicrosolL lnterul Explores

Fl Bl vima  Fevoriles  Tuds T

Qeas - ) |«'] |’,.":] 'y /._" Seath ‘\':‘\'_{'Fa'.vulil.eu @ heds £ :_‘; o ||Q

sl [ €] ~tpei10.2. 5 52 learejath =k
* Console Panel @ viewPoint Settings (user: cdmin) [

170 wiucee

10.50 128,233

et ¢ o e
T
o scdr s ok addess vz con |

System Debug levek: § % {0 - rodeang, 1 - maximor cebug)
UEm ) reset |

SONICWALL SonicWALL ViewPoint

] dppdel _l sl L=dd B Inl=rn=t

4. Enter the IP address or hostname of the Simple Mail Transfer Protocol (SMTP) server in the SMTP
Server Address field.

5. Enter the email addresses of the ViewPoint administrators in the ViewPoint Admin e-Mail Address
and ViewPoint Admin e-Mail Address 2 fields.
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6. Enter the sender's email address that appears in messages sent from ViewPoint in the ViewPoint
Sender's e-Mail Address field.

7. Select the amount of debug information that is stored from the System Debug Level field. For no
debugging, enter 0. For verbose debugging, enter 3.

Note: Debugging should only be enabled when troubleshooting ViewPoint operational problems. See
“Technical Tips and Troubleshooting” on page 151.

8. When you are finished, click Update. The ViewPoint settings are changed. To clear the screen
settings and start over, click Reset.

Viewing and Managing ViewPoint Logs
ViewPoint logs its activities. To view these logs, follow these steps:
1. Start and log into ViewPoint.
2. Click the Console Panel tab at the bottom of the ViewPoint user interface.

3. Expand the Log tree and click View Log. The View Log page opens.
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4. ViewPoint also allows you to delete the old logs. To do so, expand the Log tree and click
Configuration. The Configuration page opens.

yReportsView Console Panel @ configuration (user: admin)
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5. To delete logs older than a certain date, select the date and click Delete Logs Older Than.

Managing ViewPoint Sessions

To manage ViewPoint login sessions, follow these steps:
1. Start and log into ViewPoint.

2. Click the Console Panel tab at the bottom of ViewPoint.
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3. Expand the Management tree and click Sessions. The Sessions page opens.

MyReportsview
= PRO 3060
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4. Select the check box of each user to log off and click End selected sessions. The selected users are
logged off.

Configuring E-mail and Alert Settings

Alerts and FYI messages can be sent to your e-mail address during the week or on weekends. You can
configure three e-mail addresses to received alerts and messages during the week and two e-mail

addresses for weekend alerts and messages. In addition, the status of the data summarizer can be sent to
you. To configure e-mail and alert settings, follow the steps below:

1. Start and log into ViewPoint.
2. Click the Console Panel tab at the bottom of ViewPoint.

3. Expand the Management tree, and click eMail/Alert Settings.
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4. To schedule notification during the week, enter your e-mail address in the Schedule 1 field. Select the
time range from the hours menus. If this is the only e-mail address to receive alerts, select 00 to 00 as
the hours range. If you have multiple e-mail addresses, enter these into the Schedule 2 and Schedule 3
fields. Select the time range from the hours menus.

5. To schedule notification during the weekend, enter your e-mail address in the Saturday and Sunday
fields.

6. Leave Send Summarization status eMail Administrator checked to also send the status of the
Summarization engine.

7. Select either HTML or Plain Text as your E-Mail Format Preference.
Click Update.
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Summarizer Settings

This section describes how to configure reporting settings. These include how often the summary
information is updated, the number of days summary information is stored, and the number of days raw
data is stored.

ViewPoint reports are constructed from the most currently available summary data. In order to create
summary data, ViewPoint must parse the raw data files.

Note: Typically, summarized data reaches a size of approximately 1Kb per SonicWALL appliance per
day. Before specifying the number of days to store, consider the size of your database and, using the IKB
per appliance per day approximation, determine the number of days accordingly.

Additionally, you can select the amount of raw data to store. The raw data is made up of information for
every connection. Depending on the amount of traffic, the raw data can quickly consume an enormous
amount of space in your database.

General Report Settings

46

To configure ViewPoint settings, follow these steps:
1. Start and log into ViewPoint.
2. Click the Console Panel tab at the bottom of the ViewPoint user interface.

3. Expand the Reports tree and click Summarizer. The Summarizer page opens.

sy Sowasetin |

SonicWALL ViewPoint
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4. Specify how often ViewPoint processes and updates summary information from the Summarize
Every list box. Click Update.

5. To specify the next summary time, enter a date and time in the Next Scheduled Summary Time
field. Click Update.

6. To update the summary information now, click Summarize Data Immediately. ViewPoint
automatically processes the latest information and makes it available for immediate viewing. This
does not affect the normally scheduled summarization.

7. Configure the following default report settings and click Update.

e Select the default number of sites to be summarized from the Number of Top Sites list box
(default: All).

e Select the default number of users to be summarized from the Number of Top Users list box
(default: All).

e Select the default number of sites per user to be summarized from the Number of Top Sites Per
User list box (default: All).

8. Specify how many days of summarized data ViewPoint will store in the database from the Days To
Store Summarized Data list box. Click Submit. To save all information, enter All (default: 15
days).

9. To delete the summarized data for a specific day from the database, you can enter the date in the
Delete Summarized Data For (mm/dd/yyyy): fields.

Note: Summarized data can grow quickly and consume mass quantites of storage space. Exercise caution
when selecting how much raw information to store.

10.The Summary Data Available Until field displays when the data was last summarized. To
re-summarize any data, enter a date and time and click Update.

11.If data is required for a date range, enter the date range in the Summarize for a date range fields
using mm/dd/yyyy format.

Configuring Log Viewer Settings

To configure Log Viewer settings, follow these steps:
1. Start and log into ViewPoint.

2. Click the Console Panel tab at the bottom of the ViewPoint user interface.
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3. Expand the Reports tree and click Log Viewer Settings. The Log Viewer Settings page opens.

[
SonicWALL ViewPoint

4. Specify how many days of raw data SonicWALL ViewPoint stores in the database from the Days To
Store Raw Data field. Click Update. To save all information, enter All (default: 10 days).

Configuring Email/Archive Settings

To configure Email/Archive settings, follow these steps:
1. Start and log into SonicWALL ViewPoint.

2. Click the Console tab.

3. Select a SonicWALL appliance.
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4. Expand the Reports tree and click Email/Archive. The Email/Archive page appears.

WyRenortsview Logout @
= PRO 3060

= PRO 330
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5. This page shows when the next scheduled archive time occurs and when the last weekly and monthly
reports were sent.

6. To set the next archive time, enter the date and time in the Next Scheduled Email/Archive Time
fields and click Update.

7. To specify when the next weekly report is sent, enter the date and time in the Weekly Reports Last
Sent fields and click Update.

8. To specify when the next monthly report is sent, enter the date and time in the Monthly Reports Last
Sent fields and click Update.
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Adding a Service

ViewPoint can monitor known services or custom services.
To add a service that is displayed in the services reports, follow these steps.
1. Start and log into SonicWALL ViewPoint.

2. Click the Console Panel tab at the bottom of the ViewPoint user interface.

3. Expand the Reports tree and click Services. The Services page opens.
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4. To add a known service, select it from the Add a known service list box. Click Add.

To add a custom service, enter a name in the Name field, enter the port range, and select the protocol
used from the Protocol list box. Click Add.

6. To delete a service, select from the Services Available for Summarization menu and click Delete.
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Scheduling ViewPoint Reporting

CHAPTER 4

SonicWALL ViewPoint Reporting can automatically send reports to any specified e-mail addresses.

To view currently scheduled reports or configure new reports, follow these steps:

1.

Start and log into ViewPoint.

2. Click Reports Panel.
3.
4. Expand the Configuration tree and click Scheduled Reports. The Scheduled Reports page appears.

Select a SonicWALL appliance.
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5. The Scheduled Reports page contains a list of currently scheduled reports. To edit a report, select its radio
button and click Edit. To delete a report, select its radio button and click Delete.

Note: Scheduled reports are identified by their e-mail addresses. Therefore, modifying the e-mail address for a

scheduled report creates another scheduled report.

To e-mail a currently scheduled report now, click E-mail Reports Now.

Note: This does not affect the normally scheduled report.
Select from the following:

e To create a new daily report, see “Scheduling a Daily Report” on page 52.

e To create a new weekly or monthly report, see “Scheduling a Weekly or Monthly Report” on page 53.
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Scheduling a Daily Report

Daily reports are sent out once a day at 03:00 GMT and contain information for the previous day. To configure a
new daily report, follow these steps:

1. For all SonicWALL appliances, select MyReportsView.

1. From the Scheduled Reports page, click the Add Daily Report button. The Daily Reports page appears
(Figure 12).

Figure 12: Daily Reports Page
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2. Enter the Destination e-mail addresses in the Destination Email Addresses field. Make sure each e-mail
address is separated by a semicolon (;).

3. By default, ViewPoint uses the Simple Mail Transfer Protocol (SMTP) server that was specified during the
SonicWALL ViewPoint installation. To change it, enter the IP address or hostname of the SMTP server in the
SMTP Server Address field.

4. By default, ViewPoint uses the e-mail address of the user logged into ViewPoint as the Sender e-mail address.
To change it, enter a new sender e-mail address in the Source Email Address field.

Enter the subject line to appear in reports sent from ViewPoint in the Email Subject field.
Enter text to appear in the message body in the Email Body field.
To send the file as an e-mail attachment, select the Email Attached File check box.

® N W

To compress the reports into a single file, select the Zip Emailed/Archived Reports into a single file check
box.

9. To archive the file on the server’s hard disk, select the Archive check box and enter a path in the Save
Directory field.

10. Optional. To specify a specific date, enter the date in the Report Date field.
11. Select the daily reports to be included in the e-mail message:
12.Select the daily reports to be included in the e-mail message:

¢ Bandwidth Summary—amount of traffic handled by the SonicWALL appliance during each hour.

e Web Filter Summary—displays the number of times users attempt to access blocked sites during each
hour.

e Attacks Summary—number of attack attempted on the SonicWALL appliance.
e VPN Summary— number of configured VPN tunnels and usage.
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e FTP Usage Summary—amount of FTP bandwidth handled by the SonicWALL appliance.
e Attacks Errors & Exceptions—number of attempted attacks, system errors, and system exceptions.

e Web Usage Summary—amount of HTTP bandwidth handled by the SonicWALL appliance during each
hour of the day.

e Mail Usage Summary—amount of mail handled by the SonicWALL appliance.
13.To add all of the reports to the schedule, use the Select All checkbox.
14. When you are finished, click Add. The new report appears in the list on the Scheduled Reports page.

Note: If a single SonicWALL is selected, the Report List is the same as the Report List for weekly or monthly
reporting. More categories are available to be included in the report.

Scheduling a Weekly or Monthly Report

Weekly reports are sent out every Sunday at 03:00 GMT and contain information for the previous week. Monthly
reports are sent out on the first day of every month at 03:00 GMT and contain information for the previous month.
To configure a new weekly or monthly report, follow these steps:

1. From the Scheduled Reports page, click the Add Multi-Day Report button. The Multi-Day Reports page
appears (Figure 13).

Figure 13: Multi-Day Reports Page
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2. Enter the Destination e-mail addresses in the Destination Email Addresses field. Separate each e-mail address
with a semicolon ().

3. Enter the IP address or hostname of the Simple Mail Transfer Protocol (SMTP) server in the SMTP Server
Address field.

Enter the Sender e-mail address to appear in messages sent from ViewPoint in the Source Email Address field.
Enter the Subject Line to appear in reports sent from ViewPoint in the Email Subject field.

Enter text to appear in the message body in the Email Body field.

To send the file as an e-mail attachment, select the Email Attached File check box.

To compress reports into a single file, select the Zip Emailed/Archived Reports into a single file check box.

© ® NNk

To archive the file to hard disk, select the Archive check box and enter a path in the Save Directory field.
10. Optional. To specify a specific date, enter the date in the Report Date field.
11. Select whether the report is sent Weekly or Monthly.

12.Select the reports to be included in the e-mail message:
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e Bandwidth Over Time—displays the daily amount of traffic handled by a SonicWALL for the week or
month.

e Web Usage Top Sites—displays the top Web sites accessed by users.

e Web Filter Over Time—displays the number of attempts that were made to access blocked Web sites for
the week or month.

e Web Filter By User—displays accessing blocked Web sites by an individual user for the week or month.

e Mail Usage Over Time—displays the daily amount of mail handled by a SonicWALL for the week or
month.

e Attacks by Categories Over Time—displays the number of attacks by category for the week or month.
e VPN Overtime—displays daily number of VPN connections during the week or month.

e Bandwidth Top Users—displays the top users of network bandwidth for the week or month.

e  Web Usage Top Users—displays the top users accessing Web sites.

e Web Filter Top Sites — displays the top number of blocked Web sites.

e FTP Usage Over Time—displays the daily amount of FTP bandwidth handled by a SonicWALL for the
week or month.

e Mail Usage Over Time—displays the amount of mail traffic for the week or month.
e Attacks by Sources Over Time— displays network attacks by the source for the week or month.
e VPN Top Users— displays the top users of VPN resources on the network for the week or month.

e Web Usage Over Time—displays the daily amount of HTTP bandwidth handled by a SonicWALL for the
week or month.

e Web Usage By User—displays the top users accessing Web sites for the week or month.

e Web Filter Top Users—displays the top users attempting to access blocked Web sites for the week or
month.

e FTP Top Users—displays the top users of FTP resources for the week or month.

e Attacks Overtime—displays the number of attacks attempted during the week or month.

e Attacks Errors & Exceptions Over Time— the number of attempted attacks, system errors, and system
exceptions for the week or month.

13.To add all of the reports to the schedule, use the Select All checkbox.

54 ViewPoint User’s Guide





CHAPTER 5

Viewing Reports

This chapter describes how to generate reports using SonicWALL ViewPoint.

Select from the following reports:

e To view general bandwidth usage reports, see “Viewing Bandwidth Reports” on page 55.
¢ To view bandwidth reports, by service, see “Viewing Service Usage Reports” on page 65.
e To view web usage bandwidth reports, see “Viewing Web Usage Reports” on page 68.

e To view reports on the number of attempts that users made to access blocked websites, see
“Viewing Web Filter Reports” on page 84.

e To view file transfer protocol (FTP) bandwidth usage reports, see “Viewing File Transfer Proto-
col Reports” on page 101.

¢ To view mail bandwidth usage reports, see “Viewing Mail Usage Reports” on page 110.

e To view virtual private networking (VPN) reports, see “Viewing VPN Usage Reports” on
page 119.

¢ To view reports on attempted attacks, see “Viewing Attack Reports” on page 128.

e To view detailed logging information, see “Viewing the Log” on page 149.

e To view user and administrator authentication reports, see “Viewing Authentication Reports” on
page 144.

Note: When you log into SonicWALL ViewPoint, ViewPoint displays data for the previous day. This
is true for every new login session.

Viewing Bandwidth Reports

Bandwidth reports display the amount of data transferred through the selected SonicWALL
appliance(s).

Bandwidth reports are an ideal starting point for viewing overall bandwidth usage. You can view
bandwidth usage view by the hour, day, or over a period of days. Additionally, you can view the top
users of bandwidth.

From this information, you can determine network strategies. For example, if you need more
bandwidth, you might need to upgrade network equipment, or you might simply need to curtail the
bandwidth usage of a few employees.The following table lists the types of Bandwidth reports, and
whether a report is available at the Unit or Group level.
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Report Name Unit Level Group Level

Bandwidth Summary Yes Yes
Bandwidth Monitor Yes
Top Users of Bandwidth Yes
Bandwidth Usage Over Time Yes Yes

Top Users of Bandwidth Over Time  Yes

Note: The single firewall report opens in firewall's local time. The aggregate multi-firewall report opens
in Universal Time, Coordinated (UTC) or Greenwich Mean Time (GMT).

Select from the following:

e To view a summary of the daily bandwidth usage, see “Viewing the Bandwidth Summary Report” on
page 56.
e To view bandwidth usage in real time, see “Monitoring Bandwidth Usage in Real Time” on page 58.

e To view the users who consume the most bandwidth, see “Viewing the Top Users of Bandwidth” on
page 60.

e To view bandwidth usage over a period of time, see “Viewing Bandwidth Usage Over Time” on
page 62.

e To view the users who consume the most bandwidth over time, see “Viewing the Top Users of Band-
width Over Time” on page 63.

Viewing the Bandwidth Summary Report

The Bandwidth Summary report contains information on the amount of traffic handled by a SonicWALL
appliance or group of SonicWALL appliances during each hour of the specified day.
To view the Bandwidth Summary report, follow these steps:
1. Start and log into SonicWALL ViewPoint.
2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.
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4. Expand the Bandwidth tree and click Summary. The Summary page opens.

= PRO 330

SONICWALL = SonicWALL ViewPoint

5. The bar graph displays the amount of bandwidth transferred during each hour of the day.
6. The table contains the following information:

e  Hour—when the sample was taken.

¢ Events—number of events or “hits.”

¢ MBytes—number of megabytes transferred.

* % of MBytes—percentage of megabytes transferred during this hour, compared to the day. For
example, if 1000 megabytes of data was transferred during the day and 100 megabytes was trans-
ferred at the 12:00 time period, the % of MBytes field displays 10%.

7. SonicWALL ViewPoint shows today’s report. To change the date of the report, click Settings. The
ViewPoint Settings dialog box opens.

Note: If ViewPoint is enabled on a SonicWALL running SonicOS Enhanced, bandwidth is also
reported per interface.
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8. Select the year, month, and day to view.

A ViewPoint Settings

SONICWALL

June W[ 2003 v

Sun |Mon Tue Wed Thu | Fri | Sat
1 2 3 4 5 6 7
8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.

Monitoring Bandwidth Usage in Real Time

The Bandwidth Monitor displays bandwidth usage for the selected SonicWALL appliance in real time.
To view the Bandwidth Monitor, follow these steps:
1. Start and log into SonicWALL ViewPoint.
2. Click the Reports tab.
3. Select a SonicWALL appliance.
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4. Expand the Bandwidth tree and click Monitor. The Monitor page opens.

A SonicWALL Vi soft Intemet Explorer provided by SonicWALL. INC.
| Hle Edt View Favoies Ioos Heb

GBack - = - @ [B) 4 | QSeach [Favortes @Meda (3 |y G E R ¥

s ] s 710014 252343t

B

I
I
I

MyReportsview
- 4060@10.0.14.241

4Min. Ago 3Min. Ago 2Min. Ago 1Min. Ago

Elapsed Time

SONICWALL SonicWALL ViewPoint

Liks &]CustonizeLinks @] Free Hotmal @]Googe €] RadoParadios @) ResPlayer €] Windows Meda &]Windons &~

levoore e T et

Logout @

5. The Bandwidth Monitor shows the amount of data transferred during each sampling period for the

last five minutes. The sampling period is five seconds.
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Viewing the Top Users of Bandwidth

The Top Users report displays the users who used the most bandwidth on the specified date.

To view the Top Users report, follow these steps:

1.

5.
6.

Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.
3.
4

Select a SonicWALL appliance.

. Expand the Bandwidth tree and click Top Users. The Top Users page opens.
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The pie chart displays the percentage of bandwidth transferred by each user.
The table contains the following information:

e Users—the IP address of the user.

e Connections—number of events or “hits.”

e MBytes—number of megabytes.

* % of MBytes—percentage of megabytes transferred by this user, compared to all users. For
example, if 1000 megabytes of data was transferred during the day and 200 megabytes was trans-

ferred by the top user, the % of MBytes field displays 20%.
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7. By default, SonicWALL ViewPoint shows today’s report, a pie chart, and the ten top users. To change
these settings, click Settings. The ViewPoint Settings dialog box opens.
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8. Select the number of users to display from the Number of Users list box.
9. Select the type of chart from the Chart Type list box.

10. Select the year, month, and day to view.

11.If data is generated on a specific user, enter the name in the Select Users field. Use commas to
separate the names.

12.When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.
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Viewing Bandwidth Usage Over Time

The Bandwidth Over Time report displays the daily amount of traffic handled by a SonicWALL appliance
or a group of SonicWALL appliances for the specified time period.
To view the Bandwidth Over Time report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.

4. Expand the Bandwidth tree and click Over Time. The Over Time page opens.
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5. The bar graph displays the amount of bandwidth transferred during each day of the specified time
period.

6. The table contains the following information:
e Date—when the sample was taken.
¢ Connections—number of hits.
e MBytes—number of megabytes transferred.

e % of Usage—percentage of megabytes transferred during this day, compared to the time period.
For example, if 100,000 megabytes of data was transferred during the time period and 25,000
megabytes was transferred on one day, the % of Usage field displays 25%.

7. To change the date range of the report, click Settings. The ViewPointDate Range Selector dialog box
opens.
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8. Select the starting and ending dates to view.

<} ViewPoint Date Range Selector - Micr... [lE E3

SONICWALL

Select date range:
Start Date End Date

April 18, 2002
April 16, 2002
February 22, 2000 February 22, 2000
February 21, 2000 February 21, 2000
February 20, 2000 February 20, 2000
February 19, 2000 February 19, 2000

Close |

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings will be reset to the default values embedded in the software.

Viewing the Top Users of Bandwidth Over Time

The Top Users report displays the users who used the most bandwidth on the specified date.
To view the Top Users Over Time report, follow these steps:
1. Start and log into SonicWALL ViewPoint.
2. Click the Reports tab.
3. Select a SonicWALL appliance.
4

. Expand the Bandwidth tree and click Top Users Over Time. The Top Users Over Time page opens.
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5. The pie chart displays the percentage of bandwidth transferred by each user.
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6. The table contains the following information:
e Users—the IP address of the user.
e Connections—number of events or “hits.”
e MBytes—number of megabytes.

* % of MBytes—percentage of megabytes transferred by this user, compared to all users. For
example, if 1000 megabytes of data was transferred during this period and 200 megabytes was
transferred by the top user, the % of MBytes field displays 20%.
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7. To change the date range of the report, click Settings. The ViewPointDate Range Selector dialog box
opens.
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8. Select the starting and ending dates to view.

9. If data is generated on a specific user, enter the name in the Select Users field. Use commas to
separate the names.

10. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.

Viewing Service Usage Reports

Service reports provide information on the amount of data transmitted through the selected SonicWALL
appliance by each service.

Service reports are useful for revealing inappropriate usage of bandwidth and can help determine network
policies. For example, if there is a large spike of bandwidth usage, you can determine whether this is
caused by regular web access, someone using FTP to transfer large files, an attempted Denial of Service
(DoS) attack, or another service.

Note: The single SonicWALL report opens in SonicWALL'’s local time. You cannot view services reports
for a group of SonicWALL appliances.

SonicWALL ViewPoint can monitor known services as well as custom services. To add a service to
monitor, refer to the documentation that accompanied the SonicWALL appliance.
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Select from the following:

e To view service bandwidth usage in real time, see “Monitoring Service Usage in Real Time” on
page 66.

e To view a summary of the daily service bandwidth usage, see “Viewing the Services Summary
Report” on page 67.

Monitoring Service Usage in Real Time

The Services Monitor displays service usage for the selected SonicWALL appliance in real time.
To view the Service Monitor, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select a SonicWALL appliance.

4

. Expand the Services tree and click Monitor. The Monitor page opens.
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5. The Services Monitor shows the amount of data transferred for each service during each sampling
period for the last five minutes. The sampling period is 15 seconds.
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Viewing the Services Summary Report

The Services Summary report displays the amount of traffic handled by each service during each hour of
the specified day.

To view the Services Summary report, follow these steps:
1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select a SonicWALL appliance.

4

. Expand the Services tree and click Summary. The Summary page opens.
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5. The bar graph displays the amount of bandwidth used by each service during each hour of the day.
6. The table contains the following information:

e Protocol—the service.

¢ Events—number of events or “hits.”

e MBytes—number of megabytes.

* % of MBytes—percentage of MBytes transferred by this service on the selected day, compared
to all other services. For example, if 100 MBytes were transferred during the day and 90 of the
MBytes were handled by the HTTP service, the % of Events field displays 90%.
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7. SonicWALL ViewPoint shows today’s report. To change the date of the report, click Settings. The
ViewPoint Settings dialog box opens.

A ViewPoint Settings

SONICWALL

June W[ 2003 v

Sun |Mon Tue Wed Thu | Fri | Sat
1 2 3 4 5 6 7
8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30

8. Select the year, month, and day to view.
9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings resets to the default values embedded in the software.

Viewing Web Usage Reports

Web usage reports provide information on the amount of web usage that occurs through the selected
SonicWALL appliance(s).

Web usage reports can be used to view web bandwidth usage by the hour, day, or over a period of days.
Additionally, you can view the top users of web bandwidth and view the most visited sites.

The following table lists the type of Web Usage reports, and whether a report is available at the Unit or
Group level.

Report Name Unit Level Group Level
Web Usage Summary Yes Yes
Top Visited Web Sites Yes
Top Users of Web Yes
Top Visited Web Sites by User Yes
Web Activity Over Time Yes Yes
Top Web Sites Over Time Yes
Top Web Users Over Time Yes
Top Sites By User Over Time Yes

Note: The single firewall report opens in the firewall's local time. The aggregate multi-firewall report
opens in Universal Time, Coordinated (UTC) or Greenwich Mean Time (GMT).
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Viewing the Web Usage Summary Report

The Web Usage Summary report contains information on the amount of HTTP bandwidth handled by a
SonicWALL appliance or group of SonicWALL appliances during each hour of the specified day.

To view the Web Usage Summary report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.

4. Expand the Web Usage tree and click Summary. The Summary page opens.
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5. The bar graph displays the amount of HTTP bandwidth transferred during each hour of the day.
6. The table contains the following information:

¢  Hour—when the sample was taken.

¢ Events—number of events or “hits.”

e MBytes—number of megabytes transferred.

* % of MBytes—percentage of megabytes transferred during this hour, compared to the day. For
example, if 1000 megabytes of HTTP data was transferred during the day and 100 megabytes was
transferred at the 12:00 time period, the % of MBytes field displays 10%.
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7. SonicWALL ViewPoint shows today’s report. To change the date of the report, click Settings. The
ViewPoint Settings dialog box opens.

A ViewPoint Settings - Mi... [C|[E/[X]

SONICWALL

June W[ 2003 v

Sun |Mon Tue Wed Thu | Fri | Sat
1 2 3 4 5 6 7
8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30

8. Select the year, month, and day to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Viewing the Top Sites
The Top Sites report displays the web sites that used the most HTTP bandwidth on the specified date. To
view the Top Sites report, follow these steps:
1. Start and log into SonicWALL ViewPoint.
2. Click the Reports tab.
3. Select a SonicWALL appliance.
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4. Expand the Web Usage tree and click Top Sites. The Top Sites page opens.
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5. The pie chart displays the percentage of bandwidth used to access the top sites.
6. The table contains the following information:

e Site—URL or IP address of the site.
e Hits—number of hits.
e MBytes—number of megabytes transferred.

* % of MBytes—percentage of megabytes transferred between this site, compared to all other
HTTP traffic. For example, if 10,000 megabytes of data was transferred during the day and 5,000
megabytes was transferred between the appliance and Ebay, the % of MBytes field displays
50%.
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7. By default, ViewPoint displays today’s report, a pie chart, and the ten top sites. To change these
settings, click Settings. The ViewPoint Settings dialog box opens.

A ViewPoint Settings - Mi... [C|[E/[X]
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8. Select the number of sites to display from the Number of Sites list box.

9. Select the type of chart from the Chart Type list box.

10. Select the year, month, and day to view.

11. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.

Viewing the Top Users of HTTP Bandwidth

The Top Users report displays the users who used the most HTTP bandwidth on the specified date.
To view the Top Users report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select a SonicWALL appliance.
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4. Expand the Web Usage tree and click Top Users. The Top Users page opens.
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5. The pie chart displays the percentage of bandwidth transferred by each of the top users.
6. The table contains the following information:

e Users—the IP address of the user.

e Hits—number of hits.

¢ MBytes—number of megabytes transferred.

e % of MBytes—percentage of megabytes transferred by this user, compared to all users. For
example, if 1000 megabytes of data was transferred during the day and 200 megabytes was trans-
ferred by the top user, the % of MBytes field displays 20%.
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7. By default, GMS ViewPointshows today’s report, a pie chart, and the ten top users. To change these
settings, click Settings. The ViewPoint Settings dialog box opens.
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8. Select the number of users to display from the Number of Users list box.

9. Select the type of chart from the Chart Type list box.

10. Select the year, month, and day to view.

11. Enter user names to generate reports on specific users. Use commas to separate the names.

12.When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.
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Viewing HTTP Bandwidth Usage by User

The By User report displays a list of all users, their top sites, the number of hits to each site, and the

amount of data transferred.

To view the By User report, follow these steps:

1.

Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.
3.
4. Expand the Web Usage tree and click By User. The By User page opens.

Select a SonicWALL appliance.
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The table contains the following information:

e User—the IP address of the user.

* Site—the top five sites visited by the user.

e Attempts—number of hits to each web site visited by the user.
¢ MBytes—number of megabytes transferred.

SonicWALL ViewPoint shows today’s report. To change the date of the report, click Settings. The

ViewPoint Settings dialog box opens.

Select the year, month, and day to view.

When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.
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Viewing Bandwidth Usage Over Time

76

The Web Usage Over Time report displays the daily amount of HTTP bandwidth handled by a
SonicWALL appliance or group of SonicWALL appliances for the specified time period.

To view the Web Usage Over Time report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.

4. Expand the Web Usage tree and click Over Time. The Over Time page opens.
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5. The bar graph displays the amount of HTTP bandwidth transferred during each day of the specified
time period.

6. The table contains the following information:

e Date—when the sample was taken.
e Connections—number of connections or hits.
e MBytes—number of megabytes transferred.

* % of MBytes—percentage of megabytes transferred during this day, compared to the time
period. For example, if 100,000 megabytes of data was transferred during the time period and
25,000 megabytes was transferred on one day, the % MBytes field displays 25%.
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7. To change the date range of the report, click Settings. The ViewPointDate Range Selector dialog box
opens.

3 ViewPoint Date Range Selector - Micr... [HE E3

SONICWALL

Select date range:
Start Date End Date

April 18, 2002
X April 16, 2002
February 22, 2000 February 22, 2000
February 21, 2000 February 21, 2000
February 20, 2000 February 20, 2000
February 19, 2000 February 19, 2000

Close |

8. Select the starting and ending dates to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.

Viewing Top Sites Over Time

The Top Sites Over Time report displays the most visited web sites for the specified time period.
To view the Top Sites Over Time report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select a SonicWALL appliance.
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4. Expand the Web Usage tree and click Top Sites Over Time. The Top Sites Over Time page opens.
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5. The bar graph displays the amount of HTTP bandwidth transferred during each day of the specified
time period.

6. The table contains the following information:
e Site—URL or IP address of the site.
e Hits—number of hits.
e MBytes—number of megabytes transferred.

* % of MBytes—percentage of megabytes transferred between this site, compared to all other
HTTP traffic. For example, if 1,000 megabytes of data was transferred during the day and 500

megabytes was transferred between the appliance and Ebay, the % of MBytes field displays
50%.
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7. To change the date range of the report, click Settings. The ViewPoint Settings dialog box opens.

<} ViewPoint Date Range Selector - Micr... [lE E3

SONICWALL

Select date range:
Start Date

February 22, 2000
February 21, 2000
February 20, 2000
February 19, 2000

Close |

End Date

April 18, 2002
April 16, 2002
February 22, 2000
February 21, 2000
February 20, 2000
February 19, 2000

8. Select the starting and ending dates to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date

range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,

the settings reset to the default values embedded in the software.

Viewing Top Users Over Time

The Top Users Over Time report displays the top users of bandwidth for the specified time period. To
view the Top Users Over Time report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.
3. Select a SonicWALL appliance.
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4. Expand the Web Usage tree and click Top Users Over Time. The Top Users Over Time page opens.
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5. The graph provides a graphical display of the percentage of bandwidth transferred by each of the top
users over the specified time period.

6. The table contains the following information:
e Users—the IP address of the user.
e Hits—number of hits.
e MBytes—number of megabytes transferred.

* % of MBytes—percentage of megabytes transferred by this user, compared to all users. For
example, if 1000 megabytes of data was transferred during the period and 200 megabytes was
transferred by the top user, the % of MBytes field displays 20%.
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7. To change the date range of the report, click Settings. The ViewPointDate Range Selector dialog box
opens.

A ViewPoint Settings - Microzoft ... M= E3

SONICWALL

Report Dizplay Setlings

28 29 a0 a1

Select Users (comma separated)

Generate Report

8. Select the starting and ending dates to view.
9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.
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Viewing Bandwidth Usage By User Over Time

The By User Over Time report displays a list of all users, their top sites, the number of hits to each site,
and the amount of data transferred for the specified time period.

To view the By User Over Time report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select a SonicWALL appliance.

4. Expand the Web Usage tree and click By User Over Time. The By User Over Time page opens.
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5. The bar graph displays the amount of HTTP bandwidth transferred during each day of the specified
time period.
6. The table contains the following information:
e User—the IP address of the user.
e Site—the top five sites visited by the user.
e Hits—number of hits to each web site visited by the user.

e MBytes—number of megabytes transferred.
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7. To change the date range of the report, click Settings. The ViewPointDate Range Selector dialog box
opens.

A ViewPoint Settings - Microzoft ... M= E3
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Select Users (comma separated)

Generate Report | Close |

8. Select the starting and ending dates to view.
9. Enter user names to generate reports on specific users. Use commas to separate the user names.

10. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.
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Viewing Web Filter Reports

Web filter reports provide information on the number of attempts that users made to access blocked web
sites through the selected SonicWALL appliance(s). These reports include web sites blocked by the
Content Filter List, customized keyword filtering, and domain name filtering.

Web filter reports can be used to view blocked site access attempts by the hour, day, or over a period of
days. Additionally, you can view the users that most frequently attempt to access blocked sites and the

most popular blocked sites.

Report Name Unit Level Group Level
Web Filter Summary Report Yes Yes
Top Filtered Web Sites Yes
Top Filtered Web Sites by User Yes
Top Filtered Sites by User Yes Yes
Top Blocked Web Sites Over Time Yes
Top Blocked Web Users Over Time Yes
Top Blocked Sites by User Over Time Yes

Note: The single firewall report opens in the firewall's local time. The aggregate multi-firewall report
opens in Universal Time, Coordinated (UTC) or Greenwich Mean Time (GMT).

Note: Content Filter Categories are now displayed as part of the Web Filter Report.

Viewing the Web Filter Summary Report

The Web Filter Summary report contains information on the number of times users attempt to access
blocked sites for the specified day.

To view the Web Filter Summary report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.
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4. Expand the Web Filter tree and click Summary. The Summary page opens.
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5. The bar graph displays the number of blocked sites that users attempted to access during each hour of
the day.

6. The table contains the following information:

¢  Hour—time when the sample was taken.
e Attempts—number of attempts to access blocked sites.

% of Attempts—percentage of attempts during this hour, compared to the day. For example, if

100 attempts occurred during the day and 20 attempts occurred at the 12:00 time period, the % of
Attempts field displays 20%.

Note: Content Filter Categories are now displayed as part of the Web Filter Report.
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7. SonicWALL ViewPoint shows today’s report. To change the date of the report, click Settings. The
ViewPoint Settings dialog box opens.

A ViewPoint Settings - Mi... [C|[E/[X]

SONICWALL

June W[ 2003 v

Sun |Mon Tue Wed Thu | Fri | Sat
1 2 3 4 5 6 7
8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30

8. Select the year, month, and day to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Viewing the Web Filter Top Sites Report

The Web Filter Top Sites report displays the top blocked web sites that users attempted to access on the
specified date.

To view the Top Sites report, follow these steps:
1. Start and log into SonicWALL ViewPoint.
2. Click the Reports tab.

3. Select a SonicWALL appliance.
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4. Expand the Web Filter tree and click Top Sites. The Top Sites page opens.
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5. The graph provides a display of the number of access attempts for each of the top twenty blocked web
sites.

6. The table contains the following information:

e Site—URL or IP address of the site.
e Attempts—number of attempts.

* % of Attempts—percentage of attempts to access the blocked site, compared to all other blocked
site attempts. For example, if 500 attempts were made during the day and 100 of those attempts
were for www.badsite.com, its % of Attempts field displays 20%.

Note: Content Filter Categories are now displayed as part of the Web Filter Report.
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7. SonicWALL ViewPoint shows today’s report. To change the date of the report, click Settings. The
ViewPoint Settings dialog box opens.

A ViewPoint Settings - Mi... [C|[E/[X]

SONICWALL

June W[ 2003 v

Sun |Mon Tue Wed Thu | Fri | Sat
1 2 3 4 5 6 7
8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30

8. Select the year, month, and day to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Viewing the Top Users that Try to Access Blocked Sites

The Web Filter Top Users report displays the users who made the most attempts to access blocked sites
on the specified date.

To view the Top Users report, follow these steps:
1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select a SonicWALL appliance.
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4. Expand the Web Filter tree and click Top Users. The Top Users page opens.
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5. The pie chart displays the top users with the most blocked site attempts.
6. The table contains the following information:

e Users—the IP address of the user.

e Attempts—number of attempts.

e % of Attempts—percentage of attempts to access the blocked site, compared to all other user
attempts. For example, if 500 attempts were made during the day and 250 of those attempts were
made by a single user, the % of Attempts field displays 50%.
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7. By default, ViewPoint shows today’s report, a pie chart, and the ten top users. To change these
settings, click Settings. The ViewPoint Settings dialog box opens.

A ViewPoint Settings - Microzoft ... M= E3
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Select Users (comma separated)

Generate Report | Close |

8. Select the number of users to display from the Number of Users list box.

9. Select the type of chart from the Chart Type list box.

10. Select the year, month, and day to view.

11. Enter user names to generate reports on specific users. Use commas to separate the user names.
12.When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.
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Viewing the Top Blocked Sites for Each User

The Web Filter By User report displays the top blocked web sites that each user attempted to access on
the specified date.

To view the Web Filter By User report, follow these steps:

1.

Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.
3.
4

Select a SonicWALL appliance.

. Expand the Web Filter tree and click By User. The By User page opens.
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5. The table contains the following information:

e User—the IP address of the user.
* Site—the top five sites visited by the user.

e Attempts—number of attempts the user made to access each web site.

Note: Content Filter Categories are now displayed as part of the Web Filter Report.
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6. By default, SonicWALL ViewPoint shows today’s report, a pie chart, and the ten top users. To change
these settings, click Settings. The ViewPoint Settings dialog box opens.

A ViewPoint Settings - Microzoft ... M= E3
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Select Users (comma separated)

Generate Report | Close |

7. Select the number of users to display from the Number of Users list box.

8. Select the type of chart from the Chart Type list box.

9. Select the year, month, and day to view.

10.Enter user names to generate reports on specific users. Use commas to separate the user names.

11. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.
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Viewing Blocked Site Attempts Over Time

The Web Filter Over Time report displays the number of attempts that were made to access blocked web
sites for the specified time period.

To view the Web Filter Over Time report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.

4. Expand the Web Filter tree and click Over Time. The Over Time page opens.
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5. The bar graph displays the number of attempts that were made to access blocked web sites during
each day of the specified time period.

6. The table contains the following information:

e Date—day when the sample was taken.
e Attempts—number of attempts to access blocked web sites.

* % of Attempts—percentage of attempts to access the blocked site on the day, compared to the
time period. For example, if 5,000 attempts were made during the time period and 500 were made
on one day, its % of Attempts field displays 10%.

Note: Content Filter Categories are now displayed as part of the Web Filter Report.
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7. To change the date range of the report, click Settings. The ViewPointDate Range Selector dialog box
opens.

3 ViewPoint Date Range Selector - Micr... [HE E3

SONICWALL

Select date range:
Start Date End Date

April 18, 2002
X April 16, 2002
February 22, 2000 February 22, 2000
February 21, 2000 February 21, 2000
February 20, 2000 February 20, 2000
February 19, 2000 February 19, 2000

Close |

8. Select the starting and ending dates to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.

Viewing the Top Blocked Site Attempts Over Time

The Top Sites Over Time report displays the top blocked web sites for the specified time period.
To view the Web Filter Over Time report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select a SonicWALL appliance.
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4. Expand the Web Filter tree and click Top Sites Over Time. The Top Sites Over Time page opens.
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5. The graph displays the number of access attempts for each of the top blocked web sites during the
specified time period.

6. The table contains the following information:
e Site—URL or IP address of the site.
e Attempts—number of attempts.

* % of Attempts—percentage of attempts to access the blocked site, compared to all other blocked
site attempts. For example, if 500 attempts were made during the period and 100 of those
attempts were for www.badsite.com, its % of Attempts field displays 20%.

Note: Content Filter Categories are now displayed as part of the Web Filter Report.
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7. To change the date range of the report, click Settings. The ViewPointDate Range Selector dialog box
opens.

3 ViewPoint Date Range Selector - Micr... [HE E3

SONICWALL

Select date range:
Start Date End Date

April 18, 2002
X April 16, 2002
February 22, 2000 February 22, 2000
February 21, 2000 February 21, 2000
February 20, 2000 February 20, 2000
February 19, 2000 February 19, 2000

Close |

8. Select the starting and ending dates to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.

Viewing the Top Blocked Site Users Over Time

The Web Filter Top Users Over Time report displays the users who made the most attempts to access
blocked sites during the specified time period.

To view the Top Users Over Time report, follow these steps:
1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select a SonicWALL appliance.
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4. Expand the Web Filter tree and click Top Users Over Time. The Top Users Over Time page opens.
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The pie chart displays the top users with the most blocked site attempts.
6. The table contains the following information:

e Users—the IP address of the user.
e Attempts—number of attempts.

* % of Attempts—percentage of attempts to access the blocked site, compared to all other user
attempts. For example, if 500 attempts were made during the period and 250 of those attempts
were made by a single user, his % of Attempts field displays 50%.

Note: Content Filter Categories are now displayed as part of the Web Filter Report.
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7. To change the date range of the report, click Settings. The ViewPoint Settings dialog box opens.
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Select Users (comma separated)

Generate Report | Close |

8. Select the starting and ending dates to view.
9. Enter user names to generate reports on specific users. Use commas to separate the user names.

10. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.
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Viewing the Top Blocked Sites for Each User Over Time

The Web Filter By User report displays the top blocked web sites that each user attempted to access
during the specified time period.

To view the By User Over Time report, follow these steps:

1.

Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.
3.
4. Expand the Web Filter tree and click By User Over Time. The By User Over Time page opens.

Select a SonicWALL appliance.

MyReportsview

= PRO 3060
= PRO 330

1722086117 172.2056 254

172215817 17221581

172222043 17222201

172215818 17221581

172208798

172208478

172217463

722283182

722352181

72201442

SONICWALL SonicWALL ViewPoint

& e ] Bldmes

5. The table contains the following information:

e User—the IP address of the user.
e Site—the top five sites visited by the user.

e Attempts—number of attempts the user made to access each web site.

Note: Content Filter Categories are now displayed as part of the Web Filter Report.
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6. To change the date range of the report, click Settings. The ViewPoint Settings dialog box opens.
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Select Users (comma separated)

Generate Report | Close |

7. Select the starting and ending dates to view.
8. Enter user names to generate reports on specific users. Use commas to separate the user names.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.
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Viewing File Transfer Protocol Reports

FTP usage reports provide information on the amount of FTP usage that occurs through the selected
SonicWALL appliance(s).

FTP usage reports can be used to view FTP bandwidth usage by the hour, day, or over a period of days.
Additionally, you can view the top users of FTP bandwidth.

General bandwidth reports do not always provide a complete picture of network bandwidth usage. If a
large amount of FTP traffic occurs during peak times, you might need more bandwidth, you might need
to upgrade network equipment, or you might ask employees to use compression or transfer large files

during non-peak times..

Report Name Unit Level Group Level
FTP Usage Summary Yes Yes
Top Users of FTP Yes
FTP Activity Over Time Yes Yes
Top Users of FTP Over Time Yes

Note: The single firewall report opens in the firewall's local time. The aggregate multi-firewall report
opens in Universal Time, Coordinated (UTC) or Greenwich Mean Time (GMT).

Viewing the FTP Summary Report

The FTP Summary report contains information on the amount of FTP bandwidth handled by a
SonicWALL appliance or group of SonicWALL appliances during the specified day.
To view the FTP Summary report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.

4. Expand the FTP Usage tree and click Summary. The Summary page opens.
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5. The bar graph displays the amount of FTP bandwidth transferred during each hour of the day.

6. The table contains the following information:
¢  Hour—when the sample was taken.
e Events—number of FTP events.
e MBytes—number of megabytes transferred.

* % of MBytes—percentage of megabytes transferred during this hour, compared to the day. For
example, if 1000 megabytes of FTP data was transferred during the day and 100 megabytes was

transferred at the 12:00 time period, the % of MBytes field displays 10%.
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7. SonicWALL ViewPoint shows today’s report. To change the date of the report, click Settings. The
ViewPoint Settings dialog box opens.

A ViewPoint Settings - Mi... [C|[E/[X]
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June W[ 2003 v

Sun |Mon Tue Wed Thu | Fri | Sat
1 2 3 4 5 6 7
8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30

8. Select the year, month, and day to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Viewing the Top Users of FTP Bandwidth

The Top Users report displays the users who used the most FTP bandwidth on the specified date.
To view the Top Users report, follow these steps:
1. Start and log into SonicWALL ViewPoint.
2. Click the Reports tab.
3. Select a SonicWALL appliance.
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4. Expand the FTP Usage tree and click Top Users. The Top Users page opens.
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5. The pie chart displays the percentage of bandwidth used by each user.
6. The table contains the following information:

e Users—the IP address of the user.

¢ Events—number of FTP Events.

¢ MBytes—number of megabytes transferred.

* % of MBytes—percentage of megabytes transferred by this user, compared to all users. For
example, if ten megabytes of data was transferred during the day and two megabytes was trans-
ferred by the top user, the % of Mbytes field displays 20%.
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7. By default, SonicWALL ViewPoint shows today’s report, a pie chart, and the ten top users. To change
these settings, click Settings. The ViewPoint Settings dialog box opens.
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Select Users (comma separated)

Generate Report | Close |

8. Select the number of users to display from the Number of Users list box.

9. Select the type of chart from the Chart Type list box.

10. Select the year, month, and day to view.

11. Enter user names to generate reports on specific users. Use commas to separate the user names.

12. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.
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Viewing FTP Bandwidth Usage Over Time

The FTP Usage Over Time report displays the daily amount of FTP bandwidth handled by a SonicWALL
appliance or group of SonicWALL appliances for the specified time period.

To view the FTP Usage Over Time report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.

4. Expand the FTP Usage tree and click Over Time. The Over Time page opens.
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5. The bar graph displays the amount of FTP bandwidth transferred during each day of the specified
time period.

6. The table contains the following information:

e Date—when the sample was taken.
¢ Connections—number of FTP connections.
e MBytes—number of megabytes transferred.

e % of Usage—percentage of megabytes transferred during this day, compared to the time period.
For example, if 10,000 megabytes of FTP data was transferred during the time period and 2,500
megabytes of FTP data was transferred on one day, the % of Usage field displays 25%.
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7. To change the date range of the report, click Settings. The ViewPoint Settings dialog box opens.

<} ViewPoint Date Range Selector - Micr... [lE E3

SONICWALL

Select date range:
Start Date

February 22, 2000
February 21, 2000
February 20, 2000
February 19, 2000

Close |

End Date

April 18, 2002
April 16, 2002
February 22, 2000
February 21, 2000
February 20, 2000
February 19, 2000

8. Select the starting and ending dates to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date

range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,

the settings reset to the default values embedded in the software.

Viewing the Top Users of FTP Bandwidth Over Time

The Top Users Over Time report displays the users who used the most FTP bandwidth for the specified

time period.

To view the Top Users Over Time report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.
3. Select a SonicWALL appliance.
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4. Expand the FTP Usage tree and click Top Users Over Time. The Top Users Over Time page opens.
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5. The pie chart displays the percentage of bandwidth used by each user.
6. The table contains the following information:

e Users—the IP address of the user.

¢ Events—number of FTP Events.

¢ MBytes—number of megabytes transferred.

* % of MBytes—percentage of megabytes transferred by this user, compared to all users. For
example, if ten megabytes of data was transferred during the period and two megabytes was
transferred by the top user, the % of MBytes field displays 20%.
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7. To change the date range of the report, click Settings. The ViewPoint Settings dialog box opens.

A ViewPoint Settings - Microzoft ... M= E3
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Select Users (comma separated)

Generate Report | Close |

8. Select the starting and ending dates to view.
9. Enter user names to generate reports on specific users. Use commas to separate the user names.

10. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.
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Viewing Mail Usage Reports

Mail usage reports provide information on the amount of mail usage that occurs through the selected
SonicWALL appliance(s).

Mail usage reports can be used to view mail bandwidth usage by the hour, day, or over a period of days.
Additionally, you can view the top users of mail bandwidth.
Note: Mail usage reports include SMTP, POP3, and IMAP traffic.

General bandwidth reports do not always provide a complete picture of network bandwidth usage. If a
large amount of mail traffic occurs during peak times, you might want to take some of the following
actions:

e Add bandwidth
e Upgrade network equipment

e Ask employees to use compression or transfer large files during non-peak times

e Ask employees to place large files on an FTP site rather than sending them as mail attachments.

Report Name Unit Level Group Level
Mail Usage Summary Yes Yes
Top Mail Users Yes
Mail Usage Over Time Yes Yes
Top Users of Mail Over Time Yes

Note: The single firewall report opens in the firewall's local time. The aggregate multi-firewall report
opens in Universal Time, Coordinated (UTC) or Greenwich Mean Time (GMT).

Viewing the Mail Usage Summary Report

The Mail Usage Summary report contains information on the amount of mail handled by a SonicWALL
appliance or group of SonicWALL appliances during the specified day.

To view the Mail Usage Summary report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.
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4. Expand the Mail Usage tree and click Summary. The Summary page opens.
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5. The bar graph displays the amount of mail sent and received during each hour of the day.
6. The table contains the following information:

e  Hour—when the sample was taken.

¢ Events—number of mail events.

e MBytes—number of megabytes transferred.

e % of MBytes—percentage of megabytes transferred during this hour, compared to the day. For
example, if 10,000 megabytes of mail was transferred during the day and 1,000 megabytes was
transferred at the 12:00 time period, the % of MBytes field displays 10%.
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7. SonicWALL ViewPoint shows today’s report. To change the date of the report, click Settings. The
ViewPoint Settings dialog box opens.

A ViewPoint Settings - Mi... [C|[E/[X]
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Sun |Mon Tue Wed Thu | Fri | Sat
1 2 3 4 5 6 7
8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30

8. Select the year, month, and day to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Viewing the Top Users of Mail Bandwidth

The Top Users report displays the users who sent and received the most mail on the specified date.
To view the Top Users report, follow these steps:
1. Start and log into SonicWALL ViewPoint.
2. Click the Reports tab.
3. Select a SonicWALL appliance.
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4. Expand the Mail Usage tree and click Top Users. The Top Users page opens.
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5. The pie chart displays the percentage of mail sent and received by the top mail users.
6. The table contains the following information:

e Users—the IP address of the user.

e Events—number of mail messages sent and received.

e MBytes—number of megabytes transferred.

* % of MBytes—percentage of megabytes transferred by this user, compared to all users. For
example, if 10000 megabytes of data was transferred during the day and 2000 megabytes was
transferred by the top user, the % of MBytes field displays 20%.
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7. By default, SonicWALL ViewPoint shows today’s report, a pie chart, and the ten top users. To change
these settings, click Settings. The ViewPoint Settings dialog box opens.
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Select Users (comma separated)

Generate Report | Close |

8. Select the number of users to display from the Number of Users list box.

9. Select the type of chart from the Chart Type list box.

10. Select the year, month, and day to view.

11. Enter user names to generate reports on specific users. Use commas to separate the user names.
12.When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.
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Viewing Mail Usage Over Time

The Mail Usage Over Time report displays the daily amount of mail handled by a SonicWALL appliance
or group of SonicWALL appliances for the specified time period.

To view the Mail Usage Over Time report, follow these steps:
1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.
4

. Expand the Mail Usage tree and click Over Time. The Over Time page opens.
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5. The bar graph displays the amount of mail sent and received during each day of the specified time
period.

6. The table contains the following information:
e Date—when the sample was taken.
¢ Connections—number of mail messages.
e MBytes—number of megabytes transferred.

e % of Usage—percentage of megabytes transferred during this day, compared to the time period.
For example, if 10,000 megabytes of mail was transferred during the time period and 2,500
megabytes of mail was transferred on one day, the % of Usage field displays 25%.
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7. To change the date range of the report, click Settings. The ViewPointDate Range Selector dialog box
opens.

3 ViewPoint Date Range Selector - Micr... [HE E3

SONICWALL

Select date range:
Start Date End Date

April 18, 2002
X April 16, 2002
February 22, 2000 February 22, 2000
February 21, 2000 February 21, 2000
February 20, 2000 February 20, 2000
February 19, 2000 February 19, 2000

Close |

8. Select the starting and ending dates to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.

Viewing the Top Users of Mail Bandwidth Over Time

The Top Users Over Time report displays the users who sent and received the most mail during the
specified time period.

To view the Top Users Over Time report, follow these steps:
1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select a SonicWALL appliance.
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4. Expand the Mail Usage tree and click Top Users Over Time. The Top Users Over Time page opens.
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5. The pie chart displays the percentage of mail sent and received by the top mail users.
6. The table contains the following information:

e Users—the IP address of the user.

+ Events—number of mail messages sent and received.

¢ MBytes—number of megabytes transferred.

* % of MBytes—percentage of megabytes transferred by this user, compared to all users. For
example, if 10000 megabytes of data was transferred during the period and 2000 megabytes was
transferred by the top user, the % of MBytes field displays 20%.
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7. To change the date range of the report, click Settings. The ViewPoint Settings dialog box opens.
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Select Users (comma separated)

Generate Report | Close |

8. Select the starting and ending dates to view.
9. Enter user names to generate reports on specific users. Use commas to separate the user names.
10. When you are finished, click Close.GMS ViewPointdisplays the report for the selected date range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.
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Viewing VPN Usage Reports

VPN Usage reports provide information on the amount of VPN usage that occurs through the selected
SonicWALL appliance(s).

VPN Usage reports can be used to view VPN usage by the hour, day, or over a period of days.
Additionally, you can view the top users of VPN.

General bandwidth reports do not always provide a complete picture of network bandwidth usage. If a
large amount of VPN traffic occurs, you might need to add bandwidth, upgrade network equipment, or

reconfigure the VPN network.

Report Name Unit Level Group Level
VPN Usage Summary Yes Yes
Top Users of VPN Yes
VPN Activity Over Time Yes Yes
Top Users of VPN Over Time Yes

Note: The single firewall report opens in the firewall's local time. The aggregate multi-firewall report
opens in Universal Time, Coordinated (UTC) or Greenwich Mean Time (GMT).

Viewing the VPN Usage Summary Report

The VPN Usage Summary report contains information on the number of VPN connections made through
a
SonicWALL appliance or group of SonicWALL appliances during the specified day.

To view the VPN Usage Summary report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.
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4. Expand the VPN Usage tree and click Summary. The Summary page opens.
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5. The bar graph displays the number of VPN connections made during each hour of the day.
6. The table contains the following information:
¢  Hour—when the sample was taken.

e Connections—number of VPN connections.

¢ % of Connections—percentage of VPN connections during this hour, compared to the day. For
example, if 10,000 connections occurred during the day and 1,000 connections occurred during
the 2:00 time period, the % of Connections field displays 10%.
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7. SonicWALL ViewPoint shows today’s report. To change the date of the report, click Settings. The
ViewPoint Settings dialog box opens.

3 ViewPoint Date Range Selector - Micr... [HE E3

SONICWALL

Select date range:

Start Date End Date
April 18, 2002 April 18, 2002
April 16, 2002 April 16, 2002

February 22, 2000 February 22, 2000
February 21, 2000 February 21, 2000
February 20, 2000 February 20, 2000
February 19, 2000 February 19, 2000

Close |

8. Select the year, month, and day to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Viewing the Top VPN Users

The Top Users report displays the users who made the most VPN connections on the specified date.
To view the Top Users report, follow these steps:
1. Start and log into SonicWALL ViewPoint.
2. Click the Reports tab.
3. Select a SonicWALL appliance.
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4. Expand the VPN Usage tree and click Top Users. The Top Users page opens.
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5. The pie chart displays the VPN connections for the top VPN users.
6. The table contains the following information:

e Users—the IP address of the user.

¢ Connections—number of VPN connections.

e % of Connections—percentage of VPN connections made by this user, compared to all other
users. For example, if 10,000 connections occurred during the day and 1,000 connections were
made by one user, the % of Connections field displays 10%.
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7. By default, SonicWALL ViewPoint shows today’s report, a pie chart, and the ten top users. To change
these settings, click Settings. The ViewPoint Settings dialog box opens.
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Select Users (comma separated)

Generate Report | Close |

8. Select the number of users to display from the Number of Users list box.

9. Select the type of chart from the Chart Type list box.

10. Select the year, month, and day to view.

11. Enter user names to generate reports on specific users. Use commas to separate the user names.
12.When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.
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Viewing VPN Usage Over Time

The VPN Usage Over Time report displays the daily number of VPN connections made through a
SonicWALL appliance or group of SonicWALL appliances during the specified time period.

To view the VPN Usage Over Time report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.

4. Expand the VPN Usage tree and click Over Time. The Over Time page opens.
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5. The bar graph displays the number of VPN connections made during each day of the specified time
period.

6. The table contains the following information:

e Date—when the sample was taken.
e Connections—number of connections.
e MBytes—number of megabytes transferred.

e % of Usage—percentage of kilobytes transferred during this day, compared to the time period.
For example, if 10,000 kilobytes of mail was transferred during the time period and 2,500 kilo-
bytes of mail was transferred on one day, the % of Usage field displays 25%.
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7. To change the date range of the report, click Settings. The ViewPoint Settings dialog box opens.

<} ViewPoint Date Range Selector - Micr... [lE E3

SONICWALL

Select date range:
Start Date

February 22, 2000
February 21, 2000
February 20, 2000
February 19, 2000

Close |

End Date

April 18, 2002
April 16, 2002
February 22, 2000
February 21, 2000
February 20, 2000
February 19, 2000

8. Select the starting and ending dates to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date

range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,

the settings reset to the default values embedded in the software.

Viewing the Top VPN Users Over Time

The Top Users report displays the users who made the most VPN connections for the specified time

period.

To view the Top Users report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.
3. Select a SonicWALL appliance.
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4. Expand the VPN Usage tree and click Top Users Over Time. The Top Users Over Time page opens.
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5. The pie chart displays the VPN connections for the top VPN users.
6. The table contains the following information:

e Users—the IP address of the user.

¢ Connections—number of VPN connections.

¢ % of Connections—percentage of VPN connections made by this user, compared to all other
users. For example, if 10,000 connections occurred during the period and 1,000 connections were
made by one user, the % of Connections field displays 10%.
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7. To change the date range of the report, click Settings. The ViewPoint Settings dialog box opens.

A ViewPoint Settings - Microzoft ... M= E3

SONICWALL

Report Dizplay Setlings

Number of Users |1D vl

View Settings ' Chart and Table
FIE -

 Table Only

||Decemher =l |2l]l]3d

[sun [Mon | Tue |wed [Thu | Fri |sat

bz 8 s s I8
P8 fa Do fin 2 frs
4 15 _N1e 17 [18 fr9 [z0
21 2z 23 [o4 [o5 fa6 [27
28 29 a0 a1

Select Users (comma separated)

Generate Report | Close |

8. Select the starting and ending dates to view.
9. Enter user names to generate reports on specific users. Use commas to separate the user names.

10. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.
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Viewing Attack Reports

Attack reports show the number of attacks that were directed at or through the selected SonicWALL
appliance(s). These include denial of service attacks, intrusions, probes, and all other malicious activity
directed at the SonicWALL appliance or computers on the LAN or DMZ.

Note: The single firewall report opens in the firewall's local time. The aggregate multi-firewall report
opens in Universal Time, Coordinated (UTC) or Greenwich Mean Time (GMT).

Select from the following:

e To view a summary of the attacks, see “Viewing the Attack Summary Report” on page 128.
e To view the attacks by attack category, see “Viewing the Attacks by Category” on page 130.
e To view the attacks by source IP address, see “Viewing the Attacks by Source” on page 132.

e To view a summary of the errors and exceptions, see “Viewing the Errors and Exceptions Report” on
page 134.

e To view attacks over a period of time, see “Viewing Attack Reports Over Time” on page 136.

¢ To view errors and exceptions over a period of time, see “Viewing Errors Over Time” on page 138.

Viewing the Attack Summary Report

The Attack Summary report contains information on the number of attacks attempted on a SonicWALL
appliance or group of SonicWALL appliances during the specified day.

To view the Attack Summary report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.
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4. Expand the Attacks tree and click Summary. The Summary page opens.
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5. The bar graph displays the number of attacks attempted during each hour of the day. The table
contains the following information:

e  Hour—when the sample was taken.
e Attacks—number of attack attempts.

% of Attacks—percentage of attacks during this hour, compared to the day. For example, if

1,000 attacks occurred during the day and 100 attacks occurred during the 2:00 time period, the
% of Attacks field displays 10%.
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6. SonicWALL ViewPoint shows today’s report. To change the date of the report, click Settings. The
ViewPoint Settings dialog box opens.

A ViewPoint Settings - Mi... [C|[E/[X]

SONICWALL

June W[ 2003 v

Sun |Mon Tue Wed Thu | Fri | Sat
1 2 3 4 5 6 7
8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30

7. Select the year, month, and day to view.

8. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Viewing the Attacks by Category

The Attacks by Category report displays the attacks that occurred on the specified date, sorted by
category.

To view the Attacks by Category report, follow these steps:
1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select a SonicWALL appliance.
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4. Expand the Attacks tree and click By Category. The By Category page opens.
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5. The pie chart displays the percentage of each type of attack.
6. The table contains the following information:

e Type—the type of attack.

e Attacks—number of attacks.

* % of Attacks—percentage of this type of attack, compared to all other attack types. For example,
if 5,000 attacks occurred during the day and the IP Spoof makes up 500 of the attacks, its % of
Attacks field displays 10%.
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7. By default, SonicWALL ViewPoint shows today’s report, a pie chart, and the ten top categories. To
change these settings, click Settings. The ViewPoint Settings dialog box opens.

3 ViewPoint Settings - Microsof... [H[E E3

SONICWALL

Report Dizplay Setlings

Mumber of Attack Categories |1D VI

Chart Type I BAR = l

Select Report Date
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21 2z 23 [o4 [25 fa6 [27

28 29 30
Close |

8. Select the number of categories to display from the Number of Categories list box.
9. Select the type of chart from the Chart Type list box.

10. Select the year, month, and day to view.

11. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.

Viewing the Attacks by Source

The Attacks by Source report displays the top sources of attacks.
To view the Attacks by Source report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select a SonicWALL appliance.
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4. Expand the Attacks tree and click By Source. The By Source page opens.
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5. The pie chart displays the percentage of each source of attack.
6. The table contains the following information:

e Source—the source of the attack.

e Attacks—number of attacks.

* % of Attacks—percentage of attacks from this source, compared to all other sources. For exam-

ple, if 1,000 attacks occurred during the day and 500 attacks came from one source, its % of
Attacks field displays 50%.
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7. By default, SonicWALL ViewPoint shows today’s report, a pie chart, and the ten top sources. To
change these settings, click Settings. The ViewPoint Settings dialog box opens.

A ViewPoint Settings - Mi... [C|[E/[X]

SONICWALL

Report Display Setfings

Mumber of Users | 10 v
Chart Type | PIE w

|| Select Report Date

June W[ 2003 v

Sun |Mon Tue Wed Thu | Fri | Sat
1 2 3 4 5 6 7
8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30

8. Select the number of sources to display from the Number of Sources list box.

9. Select the type of chart from the Chart Type list box.

10. Select the year, month, and day to view.

11. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.

Viewing the Errors and Exceptions Report

The Errors and Exceptions Summary report contains information on the number of dropped packets on a
SonicWALL appliance or group of SonicWALL appliances during the specified day.
To view the Errors and Exceptions report, follow these steps:
1. Start and log into SonicWALL ViewPoint.
2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.
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4. Expand the Attacks tree and click Errors & Exceptions. The Errors & Exceptions page opens.
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5. The bar graph displays the packets that were dropped during each hour of the day.

6. The table contains the following information:

Hour—when the sample was taken.
Packets—number of dropped packets.
% of Packets—percentage of packets dropped during this hour, compared to the day. For exam-

ple, if 1,000 packets were dropped during the day and 100 packets were dropped during the 1:00
time period, the % of Packets field displays 10%.
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7. SonicWALL ViewPoint shows today’s report. To change the date of the report, click Settings. The
ViewPoint Settings dialog box opens.

A ViewPoint Settings - Mi... [C|[E/[X]

SONICWALL

June W[ 2003 v

Sun |Mon Tue Wed Thu | Fri | Sat
1 2 3 4 5 6 7
8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30

8. Select the year, month, and day to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Viewing Attack Reports Over Time

The Attacks Over Time report displays the daily number of attempted attacks during the specified time
period.

To view the Attacks Over Time report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.
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4. Expand the Attacks tree and click Attacks Over Time. The Attacks Over Time page opens.
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5. The bar graph displays the number of attacks attempted each day of the specified time period.
6. The table contains the following information:

e Date—when the sample was taken.
e Attacks—number of attacks.

e % of Attacks—percentage of attacks on this day, compared to the time period. For example, if
10,000 attacks occurred during the time period and 1,000 attacks occurred on Thursday, its % of

Attacks field displays 10%.
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7. To change the date range of the report, click Settings. The ViewPoint Date Range Selector dialog box
opens.

3 ViewPoint Date Range Selector - Micr... [HE E3

SONICWALL

Select date range:
Start Date End Date

April 18, 2002
X April 16, 2002
February 22, 2000 February 22, 2000
February 21, 2000 February 21, 2000
February 20, 2000 February 20, 2000
February 19, 2000 February 19, 2000

Close |

8. Select the starting and ending dates to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.

Viewing Errors Over Time
The Errors Over Time report displays the number of errors during the specified time period.
To view the Errors Over Time report, follow these steps:
1. Start and log into SonicWALL ViewPoint.
2. Click the Reports tab.
3. Select the global icon, a group, or a SonicWALL appliance.
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4. Expand the Attacks tree and click Errors Over Time
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5. The bar graph displays the number of packets that were dropped during each day of the specified time

period.
6. The table contains the following information:

e Date—when the sample was taken.
¢ Dropped Packets—number of dropped packets.

¢ % of Errors—percentage of dropped packets on this day, compared to the time period. For

example, if 10,000 packets were dropped during the time period and 1,000 packets were dropped
on Wednesday, its % of Attacks field displays 10%.
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7. To change the date range of the report, click Settings. The ViewPoint Date Range Selector dialog box
opens.

3 ViewPoint Date Range Selector - Micr... [HE E3

SONICWALL

Select date range:
Start Date End Date

April 18, 2002
X April 16, 2002
February 22, 2000 February 22, 2000
February 21, 2000 February 21, 2000
February 20, 2000 February 20, 2000
February 19, 2000 February 19, 2000

Close |

8. Select the starting and ending dates to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.

Categories Over Time

The Categories Over Time report displays the number of attacks in each attack category during the
specified time period.

To view the Categories Over Time report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.
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4. Expand the Attacks tree and click Categories Over Time. The Categories Over Time page opens.
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5. The bar graph displays the number of attacks attempted each day of the specified time period.

6. The table contains the following information:

e Category—category of the attack.
e Attacks—number of attacks.

% of Attacks—percentage of attacks for this category, compared to other categories. For exam-

ple, if 5,000 attacks occurred during the time period and 1,000 attacks occurred for a category, its
% of Attacks field displays 20%.
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7. To change the date range of the report, click Settings. The ViewPointDate Range Selector dialog box
opens.

3 ViewPoint Date Range Selector - Micr... [HE E3

SONICWALL

Select date range:
Start Date End Date

April 18, 2002
X April 16, 2002
February 22, 2000 February 22, 2000
February 21, 2000 February 21, 2000
February 20, 2000 February 20, 2000
February 19, 2000 February 19, 2000

Close |

8. Select the starting and ending dates to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings reset to the default values embedded in the software.

Sources Over Time

The Source Over Time report displays the number of attacks from each major source during the specified
time period.

To view the Sources Over Time report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select the global icon, a group, or a SonicWALL appliance.
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4. Expand the Attacks tree and click Sources Over Time. The Categories Over Time page opens.
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5. The bar graph displays the number of attacks attempted each day of the specified time period.
6. The table contains the following information:

e Source—source of the attack.

e Attacks—number of attacks.

* % of Attacks—percentage of attacks from this source, compared to other sources. For example,
if 2,000 attacks occurred during the time period and 1,000 attacks occurred from a source, its %
of Attacks field displays 50%.
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7. To change the date range of the report, click Settings. The ViewPointDate Range Selector dialog box
opens.

3 ViewPoint Date Range Selector - Micr... [HE E3

SONICWALL

Select date range:
Start Date End Date

April 18, 2002
X April 16, 2002
February 22, 2000 February 22, 2000
February 21, 2000 February 21, 2000
February 20, 2000 February 20, 2000
February 19, 2000 February 19, 2000

Close |

8. Select the starting and ending dates to view.

9. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected date
range.

Note: These settings stay in effect for all reports during your active login session. Once you log out,
the settings will be reset to the default values embedded in the software.

Viewing Authentication Reports

The login reports show user logins, administrator logins, and failed login attempts for users and
administrators.

Note: The single firewall report opens in the firewall's local time. The aggregate multi-firewall report
opens in Universal Time, Coordinated (UTC) or Greenwich Mean Time (GMT).

Select from the following:
e To view user logins, see “Viewing the User Login Report” on page 144.

e To view administrator logins, see “Viewing the Administrator Login Report” on page 146.

e To view failed login attempts, see “Viewing the Failed Login Report” on page 147.

Viewing the User Login Report
The user login report shows users that logged on to the SonicWALL appliance during the specified day to
bypass content filtering or to remotely access local network resources.
To view the User Login report, follow these steps:
1. Start and log into SonicWALL ViewPoint.
2. Click the Reports tab.
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3. Select a SonicWALL appliance.
4. Expand the Authentication tree and click User Login. The User Login page opens.
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5. The table contains the following information:

e User—the user name.
e Time—time the user logged in.

6. SonicWALL ViewPoint shows today’s report. To change the date of the report, click Settings. The
ViewPoint Settings dialog box opens.

A ViewPoint Settings

SONICWALL

7. Select the year, month, and day to view.
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8. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Viewing the Administrator Login Report
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The administrator login report shows successful administrator logins during the specified day. This report
is useful for identifying misuse and unauthorized management of a SonicWALL appliance.

To view the Admin Login report, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select a SonicWALL appliance.

4. Expand the Authentication tree and click Admin Login. The Admin Login page opens.
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5. The table contains the following information:

e User—the user name.
e Time—time the user logged in.

6. SonicWALL ViewPoint shows today’s report. To change the date of the report, click Settings. The
ViewPoint Settings dialog box opens.
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7. Select the year, month, and day to view.

A ViewPoint Settings - Mi... [C|[E/[X]

SONICWALL

June W[ 2003 v

Sun |Mon Tue Wed Thu | Fri | Sat
1 2 3 4 5 6 7
8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30

8. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Viewing the Failed Login Report

The failed login reports shows failed login attempts for users and administrators that attempted to log on
to the

SonicWALL appliance during the specified day. This report is useful for identifying unauthorized access
attempts and potentially malicious activity.

To view the Failed Login report, follow these steps:
1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select a SonicWALL appliance.
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4. Expand the Authentication tree and click Failed Login. The Failed Login page opens.
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5. The table contains the following information:

e User—the user name.
e Time—time the user logged in.
e IP Address—IP address of the user.

6. SonicWALL ViewPoint shows today’s report. To change the date of the report, click Settings. The
ViewPoint Settings dialog box opens.

A ViewPoint Settings

SONICWALL

7. Select the year, month, and day to view.
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8. When you are finished, click Close. SonicWALL ViewPoint displays the report for the selected day.

Viewing the Log

The Log Viewer contains detailed information on each transaction that occurred on the SonicWALL
appliance or Ravlin device. This information is stored for the time that you specified in the configuration
settings.

Note: The Log Viewer displays raw log information for every connection. Depending on the amount of
traffic, this can quickly consume a large amount of space in the database. It is highly recommended to be
careful when choosing the number of days of information that is stored. For more information, see “Sum-
marizer Settings” on page 41.

To view the log for a SonicWALL appliance, follow these steps:

1. Start and log into SonicWALL ViewPoint.

2. Click the Reports tab.

3. Select a SonicWALL appliance.

4. Expand the Log Viewer tree and click Search. The Search page opens.
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5. Select the date to view from the Date list box.
6. Enter the starting time of events to view in the Start Time field.

7. Enter the ending time of events to view in the End Time field.
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8. Select the type of events to view from the Message Category list box.

9. Enter the source IP address to view in the Source IP Address field. To view all IP addresses, enter
All

10.Enter the destination IP address to view in the Destination IP Address field. To view all IP
addresses, enter All.

11. Select the number of entries to display per page from the Results Per Page field.
12.Click Generate Report. The Log Viewer Results page opens.
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13.Search through the entries to find the information for which you are searching. To view the next page
of entries, click Next.

14.To generate another report, click Search again in the Log Viewer Tree.
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APPENDIX A

Technical Tips and Troubleshooting

Technical Tips

This section describes technical tips for operating SonicWALL ViewPoint.

Viewing the ViewPoint Database Port Number

The ViewPoint MSDE database listens at a specific port number. To determine which port is used,
enter the command SVRNETCN at the command-line prompt.

This command opens the SQL Server Network Utility menu. If there are multiple SQL Server
instances running on the system, you may see multiple entries in the Instance(s) on this server list
box. To view the port, right-click ServerName\SNWL and select Properties.

Changing the ViewPoint Web Server Port Number

During installation, you specified a port number (e.g., 80) for the ViewPoint Web server. To change
it after installation, follow these steps:

1. Open the following file:
<viewpoint_directory>:/Tomcat/conf/server.xml

2. Locate the following line:

Parameter name="port" value="80"
3. Change the value to another port number.
4. Save the file and exit.

5. Restart the SonicWALL ViewPoint Web server.
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Changing the ViewPoint Server IP Address

If you changed the IP address of the SonicWALL ViewPoint server, follow these steps:

1.

Stop all SonicWALL ViewPoint services.

2. Execute the following SQL commands from a DOS window:

3.

osgl -U < userid > -P < password > -S 127.0.0.1\SNWL -Q "update
sgmsdb.dbo.schedulers set ipAddress = 'new ip' where ipAddress =
'old ip' "

where <userid> is the database name “sa” and <password> is the database password.

Restart all SonicWALL ViewPoint services.

Changing the Default Syslog Server Port Number

By default, the SonicWALL ViewPoint syslog server default port number is 514 on a Windows system.
To change the port, follow these steps:

1.
2.

Open the c: \sgmsConfig.xml file with a text editor.
Find and update the following line:

Parameter name="syslog.syslogServerPort" wvalue="port_number"

where port_number is the new port number.

3. Save the file and exit.

Be sure the port number for the syslog server is also changed to this new value on the Log Settings,
Automation, or ViewPoint page of the SonicWALL appliance.

The SonicWALL ViewPoint Log Files

SonicWALL ViewPoint provides a number of log files that can be used for troubleshooting. These files
are located in the SonicWALL ViewPoint Logs directory and include the following:
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msde.log—MSDE Installation database log
phaselupgrade.log—Phase 1 Upgrade log
phase2install.log—Phase 2 Installation log
phase2upgrade.log—Phase 2 Upgrade log
schedulerDbg.txt—Syslog in debug mode
schedulerLog.txt—Syslog in debug mode
VPWebServerLog.txt—Web server log
tomcaterr.log—Tomcat log

tomcatout.Jog—Tomcat log
vpSummarizerDbg.txt—Summarizer log in debug mode
vpSummarizerLog.txt—Summarizer log in non-debug mode
vpschedulerDbg.txt—Syslogd log in debug mode
vpschedulerLog.txt—Syslogd log in non-debug mode
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The following log files are also available:

e <viewpoint_directory>\SonicWALL_ViewPoint_2.5_installLog.log—Phase 1 Installation log
e C:\ViewPoint25_uninstall.log—Uninstall log

Encrypting the sgmsConfig.xml File

The sgmsConfig.xml and web.xml files contain encrypted data. The following information is encrypted
using Tiny Encryption technology:

e Database Password

e Database Name

e Database Username

e Database Owner

To encrypt text for use in the sgmsConfig.xml and web.xml files, do the following:
1. Navigate to the <viewpoint_directory>:\bin folder.

2. Enter the following command at the command-line prompt:
java -cp . TEAV text

where fext is the text string to encrypt.
The encrypted string is returned.
3. Add the encrypted string to the sgmsConfig.xml or web.xml file.

Note: This procedure only performs encryption.

Resetting the Admin Password

To reset the admin user's password to the default value of 'password', enter the following from the com-
mand-line prompt:

osgl -U DBuser -P DBpassword -S 127.0.0.1\SNWL -Q "exit (update

sgmsdb.dbo.users set password ='5f4ddcc3b5aa765d61d8327deb882cf99"
where id like 'admin')"

where DBuser is the database username “sa” and DBpassword is the database password.

Copying and Pasting into the ViewPoint User Interface

The Java Plug-in does not allow applets to access user clipboards. To circumvent this, you must explicitly
allow applets to access your clipboard.

To do this for ViewPoint v2.5, follow these steps:

1. Open the java.policy file with a text editor. This file is usually located in the following directory:
c:\Program Files\Java\j2rel.4.1_xx\lib\security
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2. Add the following line to the top of the file after the "// "standard" properties that can be read by any-

one":
permission java.awt.AWTPermission "accessClipboard", "write";

3. Save the java.policy file and exit.

4. Restart the ViewPoint web server.

To do this for ViewPoint v2.5, follow these steps:

1. Open the java.policy file with a text editor. This file is usually located in the following directory:
c:\Program Files\JavaSoft\JRE\1.3.1._xx\lib\security

2. Add the following line to the top of the file after the "// "standard" properties that can be read by any-

one":
permission java.awt.AWTPermission "accessClipboard", "write";
3. Save the java.policy file and exit.

4. Restart the ViewPoint web server.

Configuring Secure (HTTPS) Access to the ViewPoint Web Server
This section explains how to configure secure access (HTTPS) to the ViewPoint web server. To configure
ViewPoint to use HTTPS, you must create a keystore with a valid test certificate.

To create a keystore for this type of installation:
For ViewPoint v2.5 that installs and uses Tomcat v4.1.24 to create a keystore, follow these steps:
follow these steps:

1. Stop the SGMS Web Server service.

2. From the command-line on the SonicWALL ViewPoint server, change to the following directory:

viewpoint_directory\jre\bin
where viewpoint_directory is the directory where SonicWALL ViewPoint is installed.
3. Enter the following command:

.\keytool -genkey -alias spcert -keyalg RSA -keystore
viewpoint_directory\etc\keystore

4. You are prompted to enter the keystore password and other information.
5. When prompted to confirm the information, type yes and press Enter.
6. Enter key password for <spcert>. If the password is the same as the keystore password, hit Enter.

The certificate is issued for evaluation and testing purposes. To create a secure website using this certifi-
cate, see “Creating a Secure Website” section below. To use HTTPS with a valid certificate, you will need
to obtain a certificate through a valid certificate authority (e.g., Verisign and Thawte) and store the certif-
icate in the keystore that you just created.

Note: Note: For information on getting a certificate from Thawte, visit http://www.orionserver.com/docs/

sslhowto.html.
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Creating a Secure Website

This section describes how to create a secure website with server side authentication. To do this, follow
these steps:

1. Open the <viewpoint_directory>\Tomcat\conf\server.xml file with a text editor.

2. Locate the following entry:

<!-- Define a SSL Coyote HTTP/l.l1 Connector on port 8443 -->
<!--

<Connector className="org.apache.coyote.tomcatd.CoyoteConnector"
port="8443" minProcessors="5" maxProcessors="75"
enableLookups="false"

acceptCount="100" debug="0" scheme="https" secure="true"
useURIValidationHack="false" disableUploadTimeout="true">

<Factory className="org.apache.coyote.tomcatd.CoyoteServerSocketFac-
tory"

clientAuth="false" protocol="TLS" />
</Connector>

-—>

3. Remove the comment characters (<!--, -->).

4. Change the port value from 8443 to 443.

5. Enter the following lines below the Factory entry:

keystoreFile="viewpoint_directory\etc\keystore" keystore-
Pass="keystore_password"

where keystore_password is the keystore password that you entered when creating the certificate and
viewpoint_directory is the directory where SonicWALL ViewPoint is installed.

The following is an example of a modified server.xml entry:

<!-- Define a SSL Coyote HTTP/1l.1 Connector on port 443 -->
<Connector className="org.apache.coyote.tomcatd.CoyoteConnector"
port="443" minProcessors="5" maxProcessors="75"
enableLookups="false"

acceptCount="100" debug="0" scheme="https" secure="true"
useURIValidationHack="false" disableUploadTimeout="true">

<Factory className="org.apache.coyote.tomcatd.CoyoteServerSocketFac-
tory"

keystoreFile="sgms_directory\etc\keystore" keystore-
Pass="keystore_password"

clientAuth="false" protocol="TLS" />
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</Connector>

6. To disallow normal HTTP traffic, locate and comment out the following section:

<!-- Define a non-SSL Coyote HTTP/1.1 Connector on port 8080 -->
<Connector className="org.apache.coyote.tomcatd.CoyoteConnector"
port="80" minProcessors="5" maxProcessors="75"
enableLookups="false" redirectPort="8443"

acceptCount="100" debug="0" connectionTimeout="20000"
useURIValidationHack="false" disableUploadTimeout="true" />

Note: If the SNWL ViewPoint WebServer is not installed on port 80, replace the port number with the one
assigned to the SNWL ViewPoint WebServer on your ViewPoint 2.5 system.

7. When you are finished, it should look like the following:

<!-- Define a non-SSL Coyote HTTP/1.1 Connector on port 8080 -->
<!--

<Connector className="org.apache.coyote.tomcatd.CoyoteConnector"
port="80" minProcessors="5" maxProcessors="75"
enableLookups="false" redirectPort="8443"

acceptCount="100" debug="0" connectionTimeout="20000"
useURIValidationHack="false" disableUploadTimeout="true" />

-->

8. Save the file and exit.

9. Restart the SNWL ViewPoint WebServer service.

Securely Accessing SonicWALL ViewPoint

To securely access SonicWALL ViewPoint, open a web browser and enter https://viewpoint_address
where viewpoint_address is the address of the SonicWALL ViewPoint server. If you are using a Windows
server, modify the desktop shortcut. Make sure it points to https://localhost.

To create a keystore for this type of installation:
ViewPoint v2.5 Using Tomcat v4.1.24,
follow these steps:

1. Stop the SNWL ViewPoint Webserver service.

2. From the command-line on the SonicWALL ViewPoint server, change to the following directory:
\jre\bin

within the directory where SonicWALL ViewPoint is installed.
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4.
5.
6.

Enter the following command:

Akeytool -genkey -alias spcert -keyalg RSA -keystore viewpoint_directory\etc\keystore
You are prompted to enter the keystore password and other information.
When prompted to confirm the information, type yes and press Enter.

Enter key password for 7???. If the password is the same as the keystore password, hit Enter.

The certificate is issued for evaluation and testing purposes. To create a secure website using this certifi-
cate, see “Creating a Secure Website” on page 157. To use HTTPS with a permanent certificate, you will
need to obtain a certificate through a valid certificate authority (e.g., Verisign and Thawte) and store the
certificate in the keystore that you just created.

Creating a Secure Website

This section describes how to create a secure website with server side authentication. To do this, follow
these steps:

1.
2.

Open the <viewpoint_directory>\jre\lib\security\java.security file with a text editor.

Locate the following entry:
provider.2

Replace it with the following:
provider.3
Insert the following line above the line that you just edited:

security.provider.2=com.sun.net.ssl.internal.ssl.Provider

5. Save the file and exit.

Open the <viewpoint_directory>\Tomcat\conf\server.xml file with a text editor.

7. Locate the following entry:

8.
9.

<!l--

<Connector className="org.apache.tomcat.service.PoolTcpConnector">
<Parameter name="handler"
value="org.apache.tomcat.service.http.HttpConnectionHandler" />
<Parameter name="port"

value="8443"/>

<Parameter name="socketFactory"
value="org.apache.tomcat.net.SSLSocketFactory" />
</Connector>

-—>

Remove the comment characters (<!--, -->).

Change the port value from 8443 to 443.

10.. Enter the following lines below the port entry:
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11.

<Parameter name="keypass" value="keystore_password" />
<Parameter name="keystore" value="viewpoint_directory\etc\keystore"/>
<Parameter name="clientAuth" value="false"/>

where keystore password is the keystore password that you entered when
creating the certificate and viewpoint_directory is the directory where
SonicWALL ViewPoint was installed.

The following is an example of a modified server.xml entry:
<Connector className="org.apache.tomcat.service.PoolTcpConnector">
<Parameter name="handler"
value="org.apache.tomcat.service.http.HttpConnectionHandler" />
<Parameter name="port"

value="443"/>

<Parameter name="keypass" value="sgmsll"/>

<Parameter name="keystore" value="D:\SGMS2\etc\keystore"/>
<Parameter name="clientAuth" value="false"/>

<Parameter name="socketFactory"
value="org.apache.tomcat.net.SSLSocketFactory" />

</Connector>

To disallow normal HTTP traffic, locate and comment out the following section:

<!-- Normal HTTP -->

<Connector className="org.apache.tomcat.service.PoolTcpConnector">
<Parameter name="handler"
value="org.apache.tomcat.service.http.HttpConnectionHandler" />
<Parameter name="port" value="80"/>

</Connector>

When you are finished, it should look like the following:

<!-- Normal HTTP -->

<!l--

<Connector className="org.apache.tomcat.service.PoolTcpConnector">
<Parameter name="handler"
value="org.apache.tomcat.service.http.HttpConnectionHandler" />
<Parameter name="port" value="80"/>

</Connector>

-—>

12.Save the file and exit.

13.Restart the ViewPoint Web Server service.
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Securely Accessing SonicWALL ViewPoint

To securely access SonicWALL ViewPoint, open a web browser and enter
https://viewpoint_ipaddress where viewpoint_address is the address of the SonicWALL
ViewPoint server.

Modify the desktop shortcut and make sure it points to ht tps: //localhost.

Troubleshooting

This section describes troubleshooting information for SonicWALL ViewPoint.

Installation Failure

Problem:

ViewPoint 2.0 installation might fail if it cannot connect to the MSDE database on a Windows 2000 sys-
tem. This can happen if you are installing ViewPoint 2.0 on a Windows system that is not connected to
the network.

Solution:
To recover from this problem, follow these steps:
1. Uninstall ViewPoint 2.0.
2. Ensure your Windows system is on the network.
3. Ensure that the hostname for your PC is 20 characters or less.
4. Open the following file with a text editor:
c:\winnt\system32\drivers\etc\hosts

5. Add the following entries for 127.0.0.1 (after the existing localhost entry):

127.0.0.1 localhost
127.0.0.1 myMachineName

Where myMachineName is the name of your Windows system

Note: To obtain the hostname of your system, enter the command "hostname" at the command-line
prompt.

6. Reboot your Windows system and run <viewpoint_directory>\bin\postinstall.bat from the DOS
prompt.

7. Reboot your Windows system.
If the above does not work, perform the following steps:
1. At the DOS prompt, from the <viewpoint_directory>\bin folder, run the following SQL command:

osqgl -U username -P password -S 127.0.0.1\SNWL

where username is the database name 'sa' and password is the database password

2. At the database prompt (>), enter the following commands:

> select @@servername
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> go

This returns the ViewPoint servername from the database in this format servername\SNWL. Record
the servername (without the \SNWL).

3. Exit from the database by entering the following:
> quit
4. From the DOS prompt, enter the command SVRNETCN. The SQL Server Network Utility opens.

5. If there are multiple SQL Server instances running on the system, you may see multiple entries in the
Instance(s) on this server list box. To view the port, right-click ServerName\SNWL and select
Properties.

6. Write down the port number.
7. Edit the C:\sgmsConfig. XML file and look for the following line:
<Parameter name="dburl" value="jdbc:inetdae7a:127.0.0.1/SNWL"/>
8. Replace the value of 127.0.0.1\SNWL with the following:
servername:port number
9. Save and exit from the sgmsConfig. XML file.
10. At the DOS prompt, from the <viewpoint_directory>\bin folder, run the postinstall.bat file.

11.Reboot your Windows system.

Viewpoint Cannot Install SQLAgent Service on
Windows 2000
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Problem:
When the ViewPoint installer attempts to install MSDE 2000 on a Windows 2000 Server Domain Con-

troller, the progress bar rolls back at the end and the setup fails. The following conditions must be true for
this to occur:

e The server on which MSDE is being installed is not the first Domain Controller in the domain.

e The Primary (or first) Domain Controller is not available.

With verbose logging enabled (i.e, setup.exe /L*v c:\temp\msde.log), you will see the following error in
the setup log:

Starting custom action InstallSQLAgentSecurity
InstallSQLAgentSecurity failed (MYSERVER, LocalSystem, 87).
Action ended 13:58:26: InstallFinalize. Return value 3.

Solution:
To correct this problem, make certain that:

e The Primary Domain Controller (PDC) is available when installing MSDE 2000 on a Backup
Domain Controller.

¢ You are logged into the Windows system as an Administrator with full Administrator access rights.
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ViewPoint Cannot Connect to the MSDE Database on a
Windows 2000 System

Problem:

The PC on which ViewPoint is being installed is not on the network.

Solution:

To recover from this, do the following:

1. Uninstall ViewPoint

2. Ensure your Windows system is on the network

3. In the hosts file, typically located at:
c:\winnt\system32\drivers\etc\hosts

add an entry for 127.0.0.1 (after the existing localhost entry):
127.0.0.1 localhost
127.0.0.1 myMachineName

where, myMachineName is the name of your Windows system (you can obtain the hostname by typing
the command "hostname" at the DOS prompt).

4. Reboot your Windows system, and install ViewPoint.

ViewPoint Cannot Locate the MSDE Database

Problem:

SonicWALL ViewPoint 2.0 installation fails at Phase 2, not finding the MSDE database with the Upgrade
Failed message:

[DBNETLIB]SQL Server does not exist or access denied. [DBNETLIB]ConnectionOpen (Connect()).

Java doesn't recognize the MSDE database using the URL "127.0.0.INSNWL". This is an issue on some
Windows 2000 servers.

Solution:
Perform the following steps to continue with the installation:
1. Exit from the Phase 2 Install by clicking "Cancel".

2. Open a DOS window and run the SQL Server Network Utility—SVRNETCN.EXE. Typically, this
program is located in the C:\Program Files\Microsoft SQL Server\80\Tools\Binn folder.

3. If there are multiple SQL Server instances running on the system, you may see multiple entries in the
‘Instance(s) on this server" list box. Select the item ServerName\SNWL from the list box.

4. Select TCP/IP from the Protocols list and click Properties.
5. Write down the port number.

6. Exit from the menu.
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7. Make the following modifications to the c:\\sgmsConfig.xml and <viewpoint_directory>\Tom-
cat\webapps\sgms\WEB-INF\web.xml files:

Change the dbURL value from "127.0.0.1/SNWL" to "localhost:portnum-
ber"

Change the dbhost value "127.0.0.1\SNWL" to "127.0.0.1"
8. Make the following modifications to <viewpoint_directory>\SQL\bldMSDB.bat:
Change the value for User to sa

Change the value for Password to
<yourdatabasepasswordselectedatphasel>

9. Open a DOS window and from the <viewpoint_directory>\SQL folder, run the bldMSDB.bat program
to install the MSDE database.

10. Navigate to <viewpoint_directory>\Temp and run the following programs to install the SNWL View-
Point Summarizer and SNWL ViewPoint Syslogd services:

schedInstall.bat
vpInstall.bat

11. Navigate to <viewpoint_directory>\Tomcat\bin and run the following program to install the SNWL
ViewPoint WebServer service:

tomcat.bat install

12. Reboot your Windows system.

ViewPoint Cannot Install Due to an Unexpected Signal
Error

Problem:

Installation of SonicWALL ViewPoint fails on a system with the exception error: An unexpected excep-
tion has been detected in native code outside the VM. Unexpected Signal. This is a Java related issue that
occurs because the Windows system has multiple monitors set to different color depths.

Solution:

Ensure that all monitors are set to the same color depth. Under these conditions, the ViewPoint installa-
tion will succeed. After ViewPoint is installed, set the display systems back to their original color depth
settings. Changing these settings has no further affect on ViewPoint performance or operations.
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APPENDIX B

ViewPoint Reports

The following table lists the type of Reports that can be generated and viewed while logged into the
ViewPoint. The table also indicates whether the report is available at the Unit or Group level.

Report Name Unit level Group Level
Bandwidth
Summary Yes Yes
Monitor Yes
Top Users Yes
Over Time Yes Yes
Top Users Over Time Yes
Services
Summary Yes
Monitor Yes
Web Usage
Summary Yes Yes
Top Sites Yes
Top Users Yes
By User Yes
Over Time Yes Yes
Top Sites Over Time Yes
Top Users Over Time Yes
By Users Over Time Yes
Web Filter Usage
Summary Yes Yes
Top Sites Yes
Top Users Yes
By User Yes
Over Time Yes Yes
Top Sites Over Time Yes

163





164

Top Users Over Time Yes
By Users Over Time Yes
FTP Usage
Summary Yes Yes
Top Users Yes
Over Time Yes Yes
Top Users Over Time Yes
Mail Usage
Summary Yes Yes
Top Users Yes
Over Time Yes Yes
Top Users Over Time Yes
VPN Usage
Summary Yes Yes
Top Users Yes
Over Time Yes Yes
Top Users Over Time Yes
Attacks
Summary Yes Yes
By Category Yes
By Source Yes
Errors & Exceptions Yes Yes
Attacks Over Time Yes Yes
Categories Over Time Yes
Sources Over Time Yes
Errors Over Time Yes Yes
Authentication
User Login Yes
Admin Login Yes
Failed Login Yes
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